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ARIN announcement of its full exhaustion of the

North American IPv4 address pool in July 2015.
IPv6 deployment seems to pick up new steam moving
forward consistently as the IPv4 address space is
getting scarcer at the Telecom and ISPs levels beyond
the Registries levels with some countries achieving
as of July 11th more than 20% user penetration with
Belgium (42.7%), USA (27%), Switzerland (26.5%) and
Germany (21%) ranking at the top (http://labs.apnic.
net/dists/vedcc.html).

2 015 seems to be another inflection year with the

Over 140 million users are accessing Internet over
IPv6 and are probably not aware of it. The US remains
by far the biggest adopter of IPv6 by tripling its figure
from 20 million users in July 2014 to some 78 million
users followed by Germany, Japan and China with
over 10 million users. Many IPv6 emerging countries
have crossed the 1 million bar mark namely India, Bra-
zil, Peru, Malaysia and Saudi Arabia. Some stagnant
countries which are leaders in IPv4 have some catch-
up to do namely Great Britain, Netherlands, Canada,
Australia, Spain, Russia and lItaly. Overall, Europe is
still leading the IPv6 deployment making the strategic
and good will case for it, re-enforced now by the US
which drives everyone else in this global collaborative
effort similar to what happened to IPv4 deployment
in the 90s.

Many Autonomous Networks (ASN) reach more than
50% with IPv6 preferred or IPv6 capable penetration:
(http://labs.apnic.net/ipv6-measurement/Economies/
us/).
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Worldwide IPv6 access to Google has passed 6%
usage still showing the hockey-stick curve (http://
www.google.com/intl/en/ipv6/statistics.html).

If this trend continues, the APNIC statistics show that
we should achieve 50% IPv6 capable penetration by
2017 which would be another inflection point when
the full roll-out of IPv6 becomes a strategic plumbing
decision for all networks, a topic that is avoided so far
due to many strategic and resource issues (lack of top
awareness and management decision-making, lack of
IPv6 skilled engineers and IPv6 operational and de-
ployment best practices, very limited ISP IPv6 access
deployment, and vendor push..).

The deployment of Carrier Grade NAT is in full swing
making networking and the user experience more
brittle than ever which could become another driver
to return to simplicity in view of the emerging tech-
nologies such as SDN and NFV, which today makes a
total abstraction of the IP layer, another sanity check
down the road. The security and cybersecurity issues
are always brushed over at this stage due mainly to
the lack of IPv6 security skills. New topics are more
in the limelight such as Cloud Computing, Internet of
Things, SDN, NFV, Fog Computing and 5G. However,
these fields are taking IP networking for granted by
designing them on IPv4/NAT, building non-scalable
and non-end to end solutions. The ECIAO project is
driving new initiatives to garner support and create
awareness and best practices on the impact of IPv6
on topics such as Cloud Computing, IoT, SDN-NFV and
5G through the ETSI IPv6 Industry Specification Group
(IP6 ISG) defining best practices and deployment gui-
delines with use cases and success stories.


http://labs.apnic.net/dists/v6dcc.html
http://labs.apnic.net/dists/v6dcc.html
http://labs.apnic.net/ipv6-measurement/Economies/US/
http://labs.apnic.net/ipv6-measurement/Economies/US/
http://www.google.com/intl/en/ipv6/statistics.html
http://www.google.com/intl/en/ipv6/statistics.html
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1+ IPv6 Roadmap

The Internet has shown its incredible potential as a unique economic enabler. The
ability to build networks between people, groups, data, and things - the all-embra-
cing Internet of the Future will in the next 10 years, generate a value exceeding USD
14.4 trillion, touching all sectors of the economy. A world linked together by the
“Internet of Everything” will turn raw information into knowledge, creativity into
practical innovation, and facts into greater relevance than ever before, providing
richer experiences and a more sustainable global economy.

We are not, however, there quite yet. Cur-
rently, 99.4 per cent of physical objects that
may one day be part of the “Internet of Every-
thing” are still unconnected. Moreover, large
areas of the world remain unserved or under-
served by Internet connections. Meanwhile,
recent technological developments in cloud
computing, wireless networks, so-called “Big
Data”, high-performance computing, process-
ing power, sensor miniaturisation, and many
others, translate into a digital data universe
that is increasing exponentially. The ability to
economically extract value from this universe
will offer unprecedented opportunities for
welcome progress - if there is sufficient abil-
ity to connect to the growing Internet.

One of the key technologies that can enable
this progress is the new Internet Protocol ver-
sion 6 (IPv6). This new iteration of the IP pro-
tocol stands poised to push the boundaries
of the Internet beyond what is now possible
with the current version, IPv4. Moreover, IPv4
addresses are quite simply running out. IPv6
will allow users to get the most value from
the “Internet of Everything”, and it will enable
greater connection of underserved communi-
ties and countries. Yet today, there are signifi-
cant market, business, and technical challeng-
es in making the transition from IPv4 to IPv6.
The world stands poised for a great leap over
those challenges and toward the possibilities
of an unbounded new Internet.

This roadmap explores the transition pro-
cess and suggests ways to build momentum
for IPv6 around the world. Section 1 explores
some of the transition challenges, which in-
clude establishing a valuable business case
and accounting for transition costs. Sections
2 and 3 first explore the current status of
IPv4 and the progress of transition to IPvé. It
then seeks to break down the technical and
economic factors, including costs that may be
impeding transition. Section 4 then explores
how governments, standards bodies, and in-
ternational organisations can help foster the
conditions to promote the take-up of IPv6
technology.

Section 5 outlines the best practices of IPv6
deployment in governments and Section 6
informs about the recently launched ETSI In-
dustry Specification Group dealing with IPv6
integration in the key Future Internet tech-
nologies.

Section 7 outlines how the enterprise world
could deploy IPv6, an area to watch carefully
as we have very limited released information
about enterprises that have deployed IPv6
and Section 8 looks at the important emerg-
ing integration of 5G and IPv6. Finally, Section
9 concludes with a summary of actions and
the way forward.
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Figure 1: Coping with Demand for Internet Addresses (Source: Geoff Huston, APNIC)

Perhaps the threshold question to address in explaining the transition from IPv4 to IPv6 is “why?” make the

transition to IPv6:

* The costs entailed in IPv6 adoption;

* The main roadblocks/challenges in deploying and transitioning to IPv6, such as a lack of business incentives
or consumer awareness, as well as technical incompatibility and security issues;

+ The existing policies, regulatory measures and guidelines developed to support the transition from IPv4 to IPv6;

+ The best practices and recommendations that can encourage, facilitate and support a swifter adoption of IPv6;

+ Potential innovative steps that policy-makers could take to accelerate or facilitate IPv6 deployment; and

« Measures already taken by the ITU, industry, and governments to promote awareness of the criticality of

IPv6 deployment.

The following sections lay the groundwork for considering these issues by surveying the current status of IPv4
address deployment and the nascent transition to IPv6 as it stands today.

1. Status of IPv4: Preparing for the ‘IPocalypse’

At full deployment, the total number of IPv4 addresses
that can be used from the 32-bit address space is 3.7
billion. At the outset, then, it becomes apparent that,
in a world with more than 7 billion people, the exis-
ting addressing system inevitably will be tethered by a
short leash on the way to the “Internet of Everything”.
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Moreover, the IP address system was not originally
designed to distribute addresses by country. Rather,
addresses were assigned to networks as they were
built (on a need-basis), giving a lion's share to the ear-
liest networks and users. These were mostly within
the U.S., which continues to have 42 per cent of IPv4
addresses. Asia now has around 20 per cent, which is
far better than the 9 per cent it had back in 2000
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Depletion of IPv4 Address Space

The number of IPv4 addresses available from the
central, global Internet Assigned Numbers Authority
(IANA?) registry is not simply low - it has been com-
pletely depleted as of 3rd February 2011. The remai-
ning unclaimed IPv4 addresses are now in the care
of Regional Internet Registries (RIRs), which have the
task of distributing them in their regions. The Internet
community has predicted this address exhaustion and
did not wait until the end in order to sound the bells
for deployment of IPv6. This gave the Internet com-
munity, ISPs, and enterprise users alike enough time
to better prepare for this transition. For example, The
RIPE community established its IPv6 Working Group
in 1997. At that time several industry partners, toge-
ther with national research networks and other stake-
holders already established a first IPv6 operational
network, called 6BONE, which was used to test IPv6
implementations and gain operational experience.
Several of the RIRs, including APNIC and the RIPE
NCC, have also been delivering IPv6 training courses
to their members for many years.

As time goes on, the depletion situation grows worse.
The global IPv4 supply shortfall is predicted to reach
800 million IP addresses by 2014, according to Geoff
Huston, Chief Scientist at APNIC, the Asian RIR3. AP-
NIC and RIPE NCC have exhausted the addresses
provided to them by IANA since 15th April 2011 and
14th September 2012, respectively. The North and
South American RIR will be depleted by mid-2014.
Meanwhile, the yearly demand is increasing from 300
million to 350 million annually just for the baseline ISP
consumption to keep the normal growth of the Inter-
net going. These numbers do not take into account
the new needs for emerging IP-based services like the
“Internet of Things,” Smart GRID efforts, and Smart
Cities, to name just a few.

"Latif Ladid - stats from year 2000.

How bad is the exhaustion situation? Well, the remai-
ning address space among all five of the regional re-
gistries is about 5 blocks of 16 million IP addresses,
which is a total of 84 million. North America has only
2.5 blocks left. It is abundantly clear that the world
is facing an impending “IPocalypse”, and the only so-
lution at hand designed by the Internet Engineering
Task Force (IETF*) over the past two decades to cater
for the growth and the scalability of Internet addres-
sing is IPv6. The big shift to IPv6 will happen by default.

Increasingly, IPv4 addresses are kept viable only
by the use of a stop-gap solution: the extension of
Network Address Translation (NAT) to the carrier level
- a technique called Carrier Grade NAT (CGN) which
is currently in deployment on a large scale. CGN is
basically implementing NAT at the carrier network
and will not share a single IP address per many users
but rather certain ports among the same users will be
shared. The Internet experience will be dramatically
reduced because it will not be able to get even one
global IP address to link the NAT to the Internet. The
end-user will get just a certain number of ports. Appli-
cations like Google maps might need up to 250 ports;
anything less than that will make the map patchy or
of poor quality.

Figure 2 illustrates the exhaustion of IPv4 addresses
as it plays out across the central (IANA) and regional
(RIR) registries. The first (left) counter shows that the
central pool has fully assigned its 256 IP blocks. The
second (right) counter shows the remaining IP blocks
per region at the registry level. Each block contains 16
million IP addresses. The RIR policy is that when the
RIR reaches the last IP block, it will only assign 1,024 IP
addresses, and only to those entities that will deploy
IPv6 -- at least for now in Asia and Europe.

2]ANA is the department of ICANN, a nonprofit private US corporation, which oversees global IP address allocation, autonomous
system number allocation, root zone management in the Domain Name System (DNS), media types, and other Internet Protocol-

related symbols and numbers. See http://www.iana.org/about
3APNIC (Asia Pacific Registry www.apinic.net)
41ETF: http://www.ietf.org/
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The Remaining IPv4 Address Space

WPresent status

Reser 1 blocks(IANA
0%

0/256 blocks
X-day Apr 13, 2019 2.66

Feb 03,2011 APNIC
Until X-day 0.69
0 ARIN
Num of IPv4 Address 0

LACNIC

X-day and Reserved Blocks
(Remaining /8)
AfTINIC

RIPE NCC

Figure 2: The IPv4 address

jNet -
exhaustion clock® Lot yia 1pv4

The list of the countries shows certain historical dis-
parities in the assignment of the address space. The
introduction of the registries has compensated to a
certain extent in the past 20 years, helping contribute
to a more balanced distribution of the IP addresses
(though always on a need basis) and the promotion of
balanced Internet policies through a bottom-up, com-
munity-defined consensus. Obviously, the need for
800 million IP addresses by 2014 and 2015 to sustain
the growth of the Internet as a global force remains
a critical issue to resolve. The only solutions are pro-
moting IPv6 and training the community in good use
of the remaining IPv4 address space during the tran-
sition period.

By linking to the website for BGP (Border Gateway
Protocol)?, one can view the number of IP addresses
assigned to networks in every country of the world.
The numbers are generated from information pu-
blished by the RIRs (AFRINIC for Africa, APNIC for Asia,
ARIN for North America, LACNIC Latin America, and
the Caribbean, and RIPE NCC for Europe, Middle East
and parts of Central Asia) on their FTP servers as of 6"
of July 2015.

Total number of IPv4 addresses:

2/\32: 4294967296 4294.97 million
Class D+E: 536870912 536.87 million
Nets 0 and 127: | 33554432 33.55 million
RFC 1918: 17891328 17.89 million
Usable: 3706650624 3706.65 million
B UuUs 43.23%
B CN 9,05%
L | 5.48%
B GB 3.32%
B DE 3.21%
B KR 3.083%
FR 2.27%
W BR 2,20%
I CA 2,11%
IT  1.45%
Au 1.31%
NL 1.23%
! Other 19,37%
Free 2,74%

Figure 3: Distribution of IPv4 Address Space Worldwide
(Source: BGP Expert)

>Source: Netcore: http://inetcore.com/project/ipvdec/index_en.html
SBGP Expert (http://www.bgpexpert.com/addressespercountry.php )
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If we are in the middle of the IPocalypse, are we making any progress at deploying
IPv6 addresses? Industry statistics show that, in fact, IPv6 is entering the market at

a respectable pace. But will it be enough to meet the demand for Internet growth?

1. Growth of the IPv6 Connections

A chart found on the website of the Internet research organisation CAIDA’ shows that the num-
ber of IPv6 connections is increasing constantly worldwide. Europe leads with over 50 per cent
of the network connections, while there is also a strong showing in Asia, as well. A comparison
of the densely connected IPv4 universe to the IPv6 world demonstrates the high IPv6 readiness
of the non-US based networks and the possible balancing factor of IPv6 services in the future.
Google, meanwhile, measures continuously the availability of IPv6 access among Google users.

The graph in Figure 4 shows the percentage of users accessing Google via IPv68.

IPv6 Adoption Per-Country IPv6 adoption

IPv6 Adoption

We are continuously measuring the availability of IPv6 connectivity among Google users. The graph shows the percentage of users that

access Google over IPv6

* Native 6.37%

July 02, 2015

o7

' ' ' 1 ' ' i i 0 i | 0
2009 2010 2011 2012 2013 2014

Figure 4: Google IPv6 Users®

“http://www.caida.org/research/topology/as_core_network/pics/ascore-2011-apr-ipv4v6-standalone-1600x876.png
8“Native” refers to equipment with IPv6 capability, in contrast with “dual stack” equipment that combines IPv6

technology with IPv4 capabilities.
?Source Google: http://www.google.com/ipv6/statistics.html
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Google data shows that some 6.4% of the users are accessing Google over IPv6, with an exponential trend since

EU-China FIRE

2012.

The following charts and analysis from Geoff Huston at APNIC show that Europe is leading the IPv6 user chart

Current Deployment of IPv6

while China shows some 6.3 million users not yet reaching 1% as of June 2015.

Index Country Internet Users V6 Use ratio V6 Users (Est) Population
1 Belgium 9201276 42.92% 3949413 11193767
2 United States of America 282614477 26.57% 75098550 325218041
3 Switzerland 7145544 26.01% 1858480 8241689

4 Germany 71167014 21.11% 15020613 82560342
5 Peru 12993754 17.58% 2283880 31160083
6 Luxembourg 510337 16.45% 83940 544070

7 Portugal 6591529 14.06% 926465 10614380
8 Norway 4886378 10.62% 518928 5143556

9 Japan 109380868 10.36% 11326591 126891959
10 Greece 6667800 10.24% 682712 11131554
1 Malaysia 20555709 9.76% 2006216 30680163
12 Czech Republic 7992399 9.59% 766455 10785964
13 Estonia 1024068 8.97% 91827 1280085
14 Romania 10748476 8.09% 869787 21583287
15 Finland 4998071 7.56% 378067 5462373
16 Singapore 4109731 7.30% 299967 5629769
17 France 54143952 6.32% 3421343 64998742
18 Ecuador 12566714 5.27% 662590 16236065
19 Austria 6897868 4.81% 331730 8558150
20 Bolivia 4355868 4.40% 191691 11027515
21 Saudi Arabia 19716043 3.98% 784734 29918123
22 Netherlands 15838065 3.96% 626591 16849006
23 Ireland 3704121 3.17% 117579 4730679
24 Bosnia and Herzegovina 2593405 2.78% 72153 3819449
25 Sweden 9190710 2.60% 239352 9694842
26 Australia 20806983 2.36% 490411 23943594
27 Brazil 110439897 2.22% 2450748 203763648
28 Hungary 7196392 1.36% 97603 9912386
29 New Zealand 3982072 1.34% 53399 4598236
30 Bhutan 232590 1.26% 2930 777896

31 Canada 33981006 1.24% 421241 35882795
32 China 668901220 0.94% 6302554 1402308638
33 Poland 24846367 0.90% 224327 38225180
34 Bulgaria 3776847 0.86% 32544 7112707
35 Russian Federation 87286773 0.73% 636876 142160869
36 India 252795481 0.73% 1838770 1283225795
37 Taiwan 18751419 0.71% 133366 23439274

Figure 5: APNIC IPv6 users by country
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The IPv6 picture in Belgium is impressive, where almost one half of the users in Belgium are now IPv6 capable.
Similarly, the picture in the United States appears to be radically different from that of a year ago, with almost
one quarter of US users now on IPv6. Today some 30 countries now have IPv6 deployment rates in excess of 1%.
The full extent of the recent moves in the United States by Comcast, Verizon, T-Mobile, AT&T, and Time Warner
Cable in IPv6 are very impressive. When coupled with the efforts in Germany by Deutsche Telekom and Kabel
Deutschland and KDDI in Japan then the IPv6 results in these top three IPv6 countries outnumber all the others.

Country Internet Users V6 Use ratio V6 Users (Est) Population
Americas 645043025 12.87% 83017439 991821843
Europe 528043780 5.95% 31423508 743533824
Asia 1565961282 1.46% 22903270 4388155220
Africa 297947062 0.08% 223416 1167040514
Oceania 26302864 2.01% 528687 39397499
World 3063298095 4.51% 138245886 7330037254

Figure 6: APNIC IPv6 users by Registry Continents

First, the statistics look different in 2015 as the number of worldwide Internet users has been updated from
2.3 billion users to 3.06 billion which has an impact on the percentage of IPv6 users going down from almost
9% in July 2014 to 4.5%. The massive jump in the US (23.5%) shows a 12.87 % IPv6 users in the Americas with
Europe about half of that total and Asia obviously less than half of Europe. Africa is in a serious need of a better
promotion and adoption strategy despite the very good work of AFRINIC's core experts however, Africa with
very limited resources is the largest continent with some 54 countries.

Rank ASN AS Name CC  %Total Cum % V6 Cum
Value Value

1 AS7922 COMCAST-7922 - Comcast Cable Communications, Inc. us 6 6 29 29
2 AS4134 CHINANET-BACKBONE No.31 Jin-rong Street CN 4 10 0 29
3 AS7018 ATT-INTERNET4 - ATT Services, Inc. us 3 13 25 54
- AS4837 CHINA169-BACKBONE CNCGROUP Chinal69 Backbone CN 3 16 0 54
s AS4713 OCN NTT Communications Corporation » 2 18 o 55
6 AS3320 DTAG Deutsche Telekom AG DE 2 21 8 63
7 AS701 UUNET - Verizon Business us 2 23 o 63
8 AS3215 AS3215 Orange S.A, FR 2 24 0o 63
9 AS22773 ASN-CXA-ALL-CC1-22773-RDC - Cox Communications Inc. us 1 26 L] 63
10 AS12322 PROXAD Free SAS FR 1 27 3 65
11 AS5089 NTL Virgin Media Limited GB 1 28 o 65
12 AS2516 KDDI KDDI CORPORATION P 1 29 6 71
13 AS20115 CHARTER-NET-HKY-NC - Charter Communications us 1 30 0 71
14 AS2856 BT-UK-AS BT Public Internet Service GB 1 31 0o 71
15 AS3265 ASN-IBSNAZ Telecom Italia S.p.a. T 1 32 o 71
16 AS1221 ASN-TELSTRA Telstra Pty Ltd AU 1 33 0 72
17 AS17676 GIGAINFRA Softbank B8 Corp. g 1 34 1 73
18 ASS5607 BSKYB-BROADBAND-AS Sky UK Limited GB 1 35 o 73
19 AS209 CENTURYUNK-US-LEGACY-QWEST - Qwest us 1 35 o 73
20 AS3352 TELEFONICADEESPANA TELEFONICA DE ESPANA ES 1 36 o 73
21 AS8151 Uninet S.A. de C.V. MXx 1 37 o 73
22 AS3208 VODANET Vodafone GmbH DE 1 38 o 73
23 AS20001 ROADRUNNER-WEST - Time Warner Cable Internet LLC us 1 39 3 75
24 AS15557 LOCOMNET Societe Francaise du Radiotelephone S.A FR 1 39 0 76
25 AS5384 EMIRATES-INTERNET Emirates Telecommunications AE 1 40 0 76
26 AS6128 CABLE-NET-1 - Cablevision Systems Corp, us 1 41 o 76
27 AS10796 SCRR-10796 - Time Warner Cable Internet LLC us 1 41 | 77
28 AS6830 LGI-UPC Uiberty Global Operations B.V, AT 1 42 0 77
29 AS3549 LVLT-3549 - Level 3 Communications, Inc. us 1 43 0 77
30 AS3303 SWISSCOM Swisscom (Switzerland) Ltd CH 1 43 2 79

Figure 7: Top 30 Access Providers by “network value”
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Geoff Huston remarked that Figure 7 is an interesting
table in a number of ways. The first is the extent of
aggregation in the access business in which just 30
access providers control some 43% of the total value
of the Internet’s access business. The second observa-
tion is that almost one third of these access providers
are actively deploying IPv6. And finally, these nine
IPv6-enabled access providers (% v6 value is greater
than 0 as shown in Figure 7) account for almost 80%
of the total IPv6 value.

So who is deploying IPv6? The specialised technically
adroit ISP enthusiasts or the largest mainstream ISPs
on the Internet? Predominately, it's the latter that's
now driving IPv6 deployment. And that's a new deve-
lopment.

For many years what we heard from the access provi-
der sector was that they were unwilling to deploy IPv6
by themselves. They understood the network effect
and were waiting to move on IPv6 when everyone
else was also moving on it. They wanted to move alto-
gether and were willing to wait until that could hap-
pen. But that was then and this is now. | would be
interested to hear what today's excuse is for inaction
from the same large scale access providers. Are they
still waiting? If so, then whom are they using as their
signal for action? If you were waiting for the world’s
largest ISP by value, then Comcast has already taken
the decision and has almost one half of their custo-
mer base responding on IPv6 as shown in Figure 8.
Similarly if you were waiting for Europe's largest ISP,
then Deutsche Telkom has already embarked on its
IPv6 deployment program. Overall, some 8% of the
value of the Internet by this metric has now shifted
to dual stack mode through their deployment of IPv6,
and if just these nine IPv6-capable service providers
were to fully convert their entire customer base to
dual stack they would account for 16% of the total
value of the Internet.
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I'd like to think that the waiting is now over. I'd like to
think that the balance of influence in the network is
now shifting to a norm of services that embraces IPv6
in a dual stack service model. We'll keep measuring
this in the coming months and keep you informed.
Meanwhile the reports of IPv6 deployment on a
country by country basis and the level of detail of each
individual network’s progress with IPv6 are updated
daily at http://stats.labs.apnic.net/ipv6.

The worldwide level of IPv6 adoption by ISPs reflects
the fact that as of March 2015, 18,099 IPv6 prefixes
have been allocated by the RIRs (Figure 9). Of those,
50% have been routed in the BGP table and 40% are
alive on the routing table. This does not mean that
the ISPs are offering IPv6 service. Only a few do, so
far, but many have announced they are offering, or
planning to offer, IPv6 service during 2015 due to the
ARIN's full exhaustion of IPv4 address space.

IPV6
deployment

Participating ASN(s)
Network

7015, 7016, 7725, 7922,
11025, 13367, 13385, 20214,
21508, 22258, 22909, 33287,
33489, 33490, 33491, 33650,
33651, 33652, 33653, 33654,
33655, 33656, 33657, 33659,
33660, 33661, 33662, 33664,
33665, 33666, 33667, 33668,
36732, 36733

ATT 6389, 7018, 7132

KDDI 2516

Verizon Wireless 6167, 22394

7843, 10796, 11351, 11426,
11427, 12271, 20001

Comcast 34.51%

52.42%
21.64%
68.73%

Time Warner Cable 17.75%

Deutsche Telekom
AG

T-Mobile USA 21928

Free 12322

6147

5089, 6830, 20825, 29562
6848

17676

4788

3303

18126

3320 19.56%

46.69%
20.51%
19.32%
5.04%
54.49%
3.30%
12.52%
41.24%

Telefonica del Peru
Liberty Global
Telenet

SoftBank BB
Telekom Malaysia
Swisscom

Chubu
Telecommunications
Belgacom

MEO - SERVICOS
DE COMUNICACOES
E MULTIMEDIA S.A.
RCS & RDS

OTE SA

42.47%

5432 21.72%

3243 30.59%

8708
6799

13.83%
13.26%

Figure 8: List of Fixed and Mobile operators showing IPv6 traffic
(Source: http://www.worldipvélaunch.org/measurements/)
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Figure 9: IPv6 address assignment
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2. Worldwide Vendor Readiness

Back in 2004, the IPv6 Forum introduced a logo programme dubbed “IPv6 Ready”. The goal was to create a
worldwide interoperability scheme to urge vendors to accelerate adoption of IPv6 based on real, interoperable
compliance testing and validation. Due to the complexity and worldwide scope of this task, a committee was
formed to represent the breadth of interoperability labs from around the world: the Japanese TAHI team; the
US-based UNH-IOL lab; the European-based IRISA/ETSI; the Taiwan, Republic of China TWINIC; and the Chinese
BIl lab. Their task was to collectively design the interoperability specifications and test scripts for worldwide
execution. The adoption of this programme was an immediate success and vendors from around the world

took the tests to check on their products (Figure 12).

AS of July 16,2015

Jun-05 Dec-05 Jun-06 Dec-06 Jun-07 Dec07 |un-08 Dec-OB Jun-09 Dec-09 Jun-10 Dec-10 Jun-11 Dec-11 Jun-12 Dec-12 Jun-13 Dec-13 Jun-14 Dec-14 Jun-15 Today

Us:588

Figure 12: IPv6 Ready Logo Program (GOLD)

A large number of Asian vendors have adopted IPv6
in their routers and security solutions (IPsec). An im-
portant development to note is the entry of a large
number of new vendors from China and Taiwan (Re-
public of China) and India, joining the large participa-
tion of U.S. and Japanese vendors. Remarkably, there
is almost a non-existence of European vendors. The
number of products certified as IPv6 ready is spread
among vendors primarily from among the following
countries:

" http://www.ipveforum.com/

2 www.ipvéready.org

'3 http://tahi.org/

4 https://www.iol.unh.edu/services/testing/ipv6/
'> http://www.irisa.fr/tipi/wiki/doku.php

16 http://interop.ipv6.org.tw/

7 http://www.biigroup.com/

United States: from 233 in 2011 to 588 in July 2015
Japan: from 122 to 389

Taiwan, Republic of China: from 117 to 367

China: from 67 to 258

South Korea: from 6 to 104

India: from 0 to 36

Europe total: from 16 to 37

[
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Following Table 1 shows the evolution of the IPv6 Ready products by countries examined
and successfully passed the tests:

M/Y-C

Jun-05

Dec-05
Jun-06

Dec-06
Jun-07
Dec-07
Jun-08

Dec-08
Jun-09

Dec-09
Jun-10
Dec-10
Jun-11

Dec-11
Jun-12
Dec-12
Jun-13
Dec-13
Jun-14
Dec-14
Jun-15

July 15

CN
0
7
10
17
25
26
29
36
47
52
65
73
86
88
99
111
121
160
193
209
234
258

™
0
23
26
41
49
57
73
76
85
9%
109
124
155
171
202
234
263
298
326
331
343
367

JP
0
89
106
133
147
166
188
212
230
246
261
281
295
305
328
339
350
359
370
380
387
389

KR
0
17
28
31
33
43
51
58
64
65
65
66
75
76
86
88
89
92
93
95
99
104

us
0
28
33
44
53
66
87
120
166
190
224
240
293
326
360
388
415
453
483
508
556
588

11
11
11
13
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19
23
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26
31
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34
36
36

CA DE
0 o0
11
1 2
2 2
4 2
4 3
4 3
4 3
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4 3
4 3
4 3
4 4
6 4
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6 14
6 14
6 14
6 14
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FR NZ
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1 8
2 8
2 8
2 8
2 8
2 8
3 8
3 8
3 8
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6 13
6 13
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1 16
1 16
1 16
1 16
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Table 1: IPv6 Ready Products products by countries
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3. Building the Business Case for IPv6 Adoption

Unfortunately, defining the business case for IPv6 has
been a rather challenging task. IPv6 stands ready to
revitalise the growth and use of networking and the
Internet as a platform for commerce, education, en-
tertainment, and general information sharing. Howe-
ver, at the end of the day, it is still seen as just com-
munication “plumbing”. The market has long looked
to IPv6 to deliver the next “killer applications” when,
in reality; IPv6 is just a tool, albeit a critical one, in the
development of new applications and network-based
services. This reality, combined with most businesses’
short-term perspective on return-on-investment (ROI)
and quarterly earnings, have created a reluctance to
invest in upgrading Internet infrastructure to IPv6,
most notably in North America and Europe.

Another impediment to IPv6 adoption has been one
of the Internet IPv6 community’s own making: extol-
ling the virtues of IPv6 primarily from a technical pers-
pective. While IPv6 offers a number of technological
advancements, such as a larger address space, auto-

IPv6 as a Solutions Tool

Organisations utilise information technology every
day to solve business problems. The adoption of
networking technologies to facilitate communications,
conduct financial transactions, and or exchange infor-
mation has been quite successful in boosting produc-
tivity and operational efficiency. But there is growing
evidence that these gains have been pushed to their
limits with current technology. Ignoring for a moment
the issue of impending IPv4 address exhaustion, the
limited volume of addresses has short-changed tech-
nology advancements in areas like “any-casting,” mul-
ticasting, or peer-to-peer exchanges. Most advanced
network support features like security and quality of
service which were afterthoughts are not part of the
original design of IP. As a consequence, the standards
bodies and industry have provided solutions that ex-

EU-China FIRE Project : IPv6 Best Practices * July 2015

configuration, a more robust security model for the
peer-to-peer environment, and better mobility sup-
port, these features have been offered in a technolo-
gy vacuum that has not resonated with big business.
Both business and government leaders are concer-
ned about how problems are resolved, how revenue
is generated, or how to build efficiencies and cost
savings into their organisation. IPv6 certainly has the
ability to help deliver these scenarios, but the focus of
the story needs to be on the solution - not the tech-
nology that helps deliver that solution.

The Internet IPv6 community may need to motivate
industry by developing appealing and compelling
business-case justifications that focus on solutions
built with and upon IPv6. To that end, IPv6 should be
placed in context as a solutions tool and a founda-
tion for innovation. In short, the discussion should be
about IPv6 as a key to greater business or organisatio-
nal success, not as a mythical quest for its own sake.

tended the capabilities of the network, but also dras-
tically increased the complexity of the network and
created additional problems.

Today, organisations are finding it increasingly more
difficult to deploy new, cost-effective IT solutions that
are simple to support.

As a simple example, let's examine a Business to Busi-
ness (B2B) relationship between an organisation and
its partners. Each organisation must participate in
business processes. This requires great coordination,
extra equipment, and constant management and this
represents just one of hundreds of ways IPv6 can be
used to solve “real world” problems that add value to
the organisation AND improve return-on-investment.
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IPv6 as a Foundation for Innovation

IPv6 has several advantages over its predecessor, including a larger and more diverse address space, built-in
scalability, and the power to support a more robust end-to-end (i.e., without NAT) security paradigm. As such,
it serves as a powerful foundation for the creation of new and improved net-centric sets of products and ser-
vices. This list is by no means exhaustive, but it does highlight a number of very promising technologies for
which IPv6 can provide an important boost for further expansion:

* Ubiquitous Communications - with increases in the number of mobile phone users, the expansion of Inter-
net-related services through cellular networks, and an increasing number of connection mediums (UMTS,
LTE, Wi-Fi, WIMAX, UWB, etc.), there is a need for a uniform communications protocol that supports mobility
and can handle a large number of devices.

* Voice over Internet Protocol (VolP)/Multimedia Services - VolP has been making excellent progress from a
technology-adoption perspective. A move from ITU-T Recommendation H.323 to Session Initiation Protocol
(SIP) has enabled more robust VolP implementations with a greater level of simplicity and expandability.

* Social Networks - People interact but the form in which they do this has changed drastically over the years
- from written letters, to phone calls, to e-mails, to SMS and IM messages. That evolution continues today.
The ability to transfer photos, conduct conversations in private Peer to Peer (P2P) transfers, display personal
information on the Internet, find like-minded communities, or play interactive games requires an Internet
that is flexible, supports ad-hoc connections, and can be secured. IPv6, with its auto-configuration capabili-
ties and support for IPsec at the IP stack layer, will be a critical tool to enable this environment.

* Sensor Networks - Sensor networks are a new concept. They can be found in manufacturing equipment, hea-
vy machinery, security systems, and heating, ventilation, and air conditioning systems. Sensors are building
blocks for integrating all of those proprietary systems onto one communications network, which then must
be protected through security features. IPv6 provides technical improvements to achieve this more readily.

* Product Tethering/Communities of Interest - Manufactures love to have relationships with their products
once they leave the factory. But the current reality is that most consumer electronic goods producers have
little, if any, interaction with the end users of their products. In a world where all things can be connected,
the opportunities to monitor and troubleshoot performance, update software and market new, value-added
services to existing customers are almost endless.

[
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Making the Business Case to Vendors

A recent study released by Ericsson
predicts that 50 billion devices will be
connected to the Internet by 2020, dwar-
fing the scale and scope of the current
Internet and the mobile worlds. Mobility
will play a greater role in the future, as
the enabler of the Internet of Things.

For its part, Cisco has recently released
a study on the “Internet of Everything”,
making the business case for a USD 14.4
trillion market, by 2022, for networking
basically everything.
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Figure 13: Cisco business case for Networking with IPv6

So the opportunity exists with IPv6 for those willing to
consider the protocol as a tool for defining solutions
for existing business problems, and as a platform for
innovation for next-generation products and services.
How, then, can industry continue the groundswell for
IPv6 integration?

First, there is still a need to understand IPv6 and its
features, and most importantly, how those features
map to potential networking problems. Although the
IPv6é Community has provided all manner of educatio-
nal opportunities for industry, there remains a deficit
in coordinated efforts to increase IPv6 awareness at
three levels:

+ Strategic planning at the corporate level,
* Improved return-on-investment (Rol), and
+ Technical knowledge at a tactical level.
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To achieve a measure of success, the IPv6 Community
needs to follow this basic strategy:

* Generate an interest in business solutions at
the CEO/CTO level. Stories about the virtues of au-
to-configuration and the power of IPsec EH should
be left at the door to the boardroom. Solutions that
fix business problems or build competitive advan-
tages are more compelling. The fact that IPv6 is the
glue that makes those solutions function should be
icing, not the cake. Once the business solutions are
“sold”, IPv6 will become part of the long term stra-
tegies of these organisations.

* Create a framework for return on investment
to justify sound decision-making. Providing exe-
cutives with the framework for an ROl improve-
ment model will expedite this process.

* Solutions sold at the CEO/COO level will need
competent engineering and architecture to
deliver. This requires formalised education and
knowledge transfer, and CEO/COQ level of execu-
tives needs to understand and support this process.
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4. Addressing the Cost of IPv6 Transition

One of the key hurdles in formulating a business case for IPv6 adoption is the perception of costs versus bene-
fits. The potential costs associated with deploying IPv6 consist of a mixture of hardware, software, labour, and
miscellaneous costs. The transition to IPv6 is not analogous to turning on a light switch; instead, many different
paths can be taken to varying levels of IPv6 deployment. Each organisation or user throughout the Internet
supply chain will incur some costs to transition to IPv6, primarily in the form of labour and capital expenditures,
which are required to integrate IPv6 capabilities into existing networks.

Expenditures and support activities will vary greatly across and within stakeholder groups depending on their
existing infrastructure and IPv6-related needs. By and large, ISPs offering services to large groups of customers
will likely incur the largest transition costs per organisation, while independent users will bear little, if any, costs.

Breaking Down the Cost Factors

Factors influencing these costs include:
Type of Internet use or type of service being offered by each organisation;
Transition mechanism(s) that the organisation intends to implement (e.g., tunnelling, dual-stack, translation,

or a combination);

Organisation-specific pattern of infrastructure, which comprises servers, routers, firewalls, billing systems,
and standard and customised network-enabled software applications;
Level of security required during the transition; and

Timing of the transition.
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Table 2 provides a list of relative costs that may be incurred by stakeholder group and gives a percentage
breakdown by cost category.

Transition Cost Breakdown

Key Factors in

Stakeholders Relative Cost HW SW Labor Timing Issues .
Bearing Costs

Hardware Vendors LowP 10% | 10% | 80% | Currently mostare Rolling in IPv6 as a
providing IPv6 capabilities | standard R&D expense;
international interest and
future profits incentivise
investments

Software Vendors Low / Mediumc | 10% | 10% | 80% | Currently some are Interoperability issues
providing IPv6 capabilities | could increase costs

Internet Users (large) | Medium 10% | 20% | 70% | Veryfew currently using | Users will wait for
IPv6; HW and SW will significantly lower
become capable as enablement costs or
routine upgrade; enabling | (more probably) a killer
cost should decrease application requiring
over time IPv6 for end-to-end
functionality before
enabling
Internet Users Low 30% | 40% | 30% | Availability and adoption | With little money to spare,
(small) schedules these users must see a
clear return on investment
(ROI)
Internet Service Highd 15% | 15% | 70% | Very few offering IPv6 ISPs see low or non-
Providers (ISPs) service; no demand existent ROI, high costs,

currently; very high cost and high risk
currently to upgrade
major capabilities

Table 2: Transition cost breakdown
Source: RTI estimates based on RFC responses, discussions with industry stakeholders, and an extensive literature review.

aThese costs are estimates based on conversations with numerous stakeholders and industry experts. Several assumptions under-
lie them. First, it is assumed that IPv6 is not enabled (or “turned on”) or included in products and no IPv6 service is offered until it
makes business sense for each stakeholder group. Hardware and software costs are one-time costs. Labour costs could continue
for as long as the transition period and possibly longer.

®For hardware vendors producing high-volume parts that require changes to application-specific integrated circuits (ASIC), the
costs could be very high and would not be offered until the market is willing to pay.

cSoftware developers of operating systems will incur a relatively low cost; however, application developers will incur greater rela-
tive costs, designated as medium.

4The relative cost for ISPs is particularly high if the ISP manages equipment at user sites, because premises equipment is more
costly to manage and maintain.

[
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Table 3 provides an item-by-item list of the costs to deploy IPv6 by stakeholder group. This is a relative comparison
of costs and should not be interpreted as representing the actual size of each stakeholder group’s cost. Further-
more, small Internet users (e.g., home and small businesses) are not captured in Table 3 because they will likely
incur virtually no costs. Small Internet users will receive software upgrades (e.g., operating systems and email
software) as new versions are purchased, that their IPv4-only hardware (e.g., routers and modems) will be replaced
over time as part of normal upgrade expenditures, and that IPv6 will eventually be provided at no additional cost.

Hardware, Software,
Service Providers

ISPs Enterprise Users

Hardware

Replace interfacing cards H M
Replace routing/forwarding engine(s) ® M M

Replace chassis (if line cards will not fit) M M
Replace firewall M M
Software

Upgrade network monitoring/management software H H
Upgrade operating system M H
Upgrade applications ¢

Servers (Web, DNS, file transfer protocol (FTP), mail, music, L
video. etc.)

Enterprise resource planning software (e.g., PeopleSoft, H
Oracle, SAP, etc.)

Other organisation-specific, network-enabled applications H
Labor

R&D M L

Train networking/IT employees H H H
Design IPv6 transition strategy and a network vision M H M/H

Implement transition:

Install and configure any new hardware L H H
Configure transition technique (e.g., tunneling, dual-stack, M M M
NAT-port address translation

Upgrade software (see Software section above) L/M L/M
Extensive test before "going live" with IPv6 services H H
Maintain new system M/H M/H
Other

IPv6 address blocks L
Lost employee productivity ¢

Security intrusions © H H
Foreign activities M M
Interoperability issues M/H M/H

Table 3: Relative Costs of IPv6 Deployment by Stakeholder Group
Source: RTI estimates based on RFC responses, discussions with industry stakeholders, and a literature review.

2 The relative designation (L = low, M = medium, and H = high)  ° The “brains” of the router are commonly found on line cards.
indicates the estimated level of cost to members of each stake- ¢ Portions of the first column, principally relating to software
holder group. These costs are not incremental, but reflect diffe-  upgrades by hardware, software, service providers, is blank
rences in costs between stakeholder groups. The blank spaces  because the costs of these activities are reflected in the corres-
indicate that a particular cost category does not affect all stake-  ponding categories in the “Enterprise Users” column.
holder groups. 4 Because of unexpected down-time during transition period.

¢ Based on unfamiliar threats.

[
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Breaking Down the Cost Factors

This section takes a closer look at costs by breaking them down according to the various entities that may incur them.

Hardware, Software and Service
Vendors

Vendors that provide products and services include:
networking hardware companies, such as router and
firewall manufacturers; networking software compa-
nies, including operating system and database mana-
gement application developers; and service vendors,
including companies that offer training, service, and
support. Obviously, these companies will need to
integrate IPv6 capabilities into their products and
services, if they have not already done so, in order
for IPv6 capabilities to be available to end users and
ISPs. Once IPv6-capable products are installed in user
networks and their labour forces have been trained,
ISPs will be enabled to offer IPv6 service, and users will
be able to purchase IPv6-enabled devices and appli-
cations. Many companies in this category are already
developing, and some are even selling, IPv6-capable
products and services largely because of demand out-
side the United States (e.g., Asia).

The majority of the costs being incurred by hard-
ware and software developers appear to include la-
bour-intensive research and development (R&D) and
training costs. These costs, however, have not been
large enough to deter most of those companies from
beginning to develop IPv6 products and capabilities.
R&D activity has generally been conducted in small
intra-company groups dedicated to developing IPv6-
capable products with, to date, limited, small-scale
interoperability testing with other hardware and
software makers. Based on industry experience with
the early deployments of IPv4 equipment, large-scale
deployment may bring to light additional interopera-
bility issues.
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ISPs

ISPs comprise two main categories: (1) companies
(e.g., AOL, Earthlink, and myriad smaller companies)
that provide Internet access service to corporate,
governmental, non-profit, and independent Internet
users and (2) companies that own and maintain the
backbone hardware and software of the Internet (e.g.,
Verizon, Sprint, AT&T). The categories overlap because
companies that own the backbone Internet infras-
tructure (i.e., Category 2 companies) often provide
Internet access service to customers, either directly
or through a subsidiary. Today, most backbone trans-
port networks have already upgraded their major
routers and routing software to accommodate IPv6.
As a result, providing IPv6 connectivity to customers
who do not require additional equipment, service, or
support will be relatively low-cost. Consequently, this
analysis focuses on those ISPs in Category 1 that have
large customer service provision capabilities.

These ISPs will likely incur relatively high transition
costs as they enable IPv6-capable hardware and
software and work through system interoperabi-
lity problems. To date, however, little demand has
appeared in the United States for IPv6 services or ap-
plications. As a result, given the costs to reconfigure
networks, experts and industry stakeholders agree
that U.S. ISPs are currently not positioned to realise
a positive return on investment from large-scale offe-
rings of IPv6 service.

For Category 1, in order for ISPs to offer a limited
amount of IPv6 service, they would need to integrate
some transition mechanism(s), such as tunnelling.
The costs of doing so will probably not be large. If
several routers and service provisioning software are
upgraded and limited testing is performed, IPv6 ser-
vice could be provided to a limited number of Internet
users today at minimal additional cost.
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Internet Users

Costs to upgrade to IPv6 for Internet users vary
greatly. Independent Internet users, including resi-
dential users and small and medium enterprises
(SMEs) that do not operate servers or any major da-
tabase software, will need to upgrade only networ-
king software (e.g., operating systems), one or more
small routers, and any existing firewalls to gain IPv6
capabilities. This cost will be relatively minimal if the
hardware and software are acquired through routine
upgrades.

Larger organisations, such as corporations, govern-
ment agencies, and non-profits, will incur conside-
rably more costs than home or small network users.
The relative level of these costs, however, will depend
on existing network infrastructure and administrative
policies across organisations, the extent to which a
specific organisation wants to operate IPv6 applica-
tions, and whether it intends to connect to other orga-
nisations using IPve6.

The magnitude of the transition costs is still uncertain
because only a few test beds and universities have
made large-scale transitions. According to officials
at Internet2,’® the time and effort needed to transi-
tion their backbone to IPv6 was minimal, and no si-
gnificant system problems have been encountered.
However, Internet2 indicated that their experimental
system was implemented and maintained by leading
industry experts. It is unclear what issues might arise
from implementation by less-experienced staff. If
normal upgrade cycles are assumed to provide IPv6
capabilities, transition costs will be limited to training
and some reconfiguration.

Breaking Down the Costs by Type

Internet users, as a whole, constitute the largest stake-
holder group. The robustness and diversity within this
group demands a more detailed explanation of costs
broken out by hardware, software, labour, and other
cost categories.

'®Internet2 (a US Research network: http://www.internet2.edu/)
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Hardware Costs

Depending on individual networks and the level of
IPv6 use, some hardware units can become IPv6-ca-
pable via software upgrades. However, to realise the
full benefits of IPv6, most IPv4-based network hard-
ware will need to be upgraded with IPv6 capabili-
ties. Specifically, high-end routers, switches, memory,
and firewalls all will need to be upgraded to provide
the memory and processing needed to enable large
scale IPv6 use within a network at an acceptable le-
vel of performance. It is generally agreed that to re-
duce hardware costs, all or the majority of hardware
should be upgraded to have IPv6 capabilities as part
of the normal upgrade cycle (generally occurring eve-
ry three to five years for most routers and servers, but
potentially longer for other hardware such as main-
frames). At that time, IPv6 capabilities should be avai-
lable and included in standard hardware versions.
In the short term, replacement of some forwarding
devices and software could be used to set up small-
scale IPv6 networks.

Software Costs

Significant software upgrades will be necessary for
IPv6 use; however, similar to hardware costs, many
of these costs will be negligible if IPv6 capabilities
are part of the routine requirements in periodic
software upgrades. Software upgrades include ser-
ver software, server and desktop operating systems,
business-to-business (B2B) software, networked da-
tabase software, network administration tools, and
any other organisation-specific network-enabled
applications. Currently, the main software costs that
user organisations envision pertain to element mana-
gement, network management, and operations sup-
port systems that are often network-specific and will
need revised software coding to adjust for IPv6. Given
the anticipated growth in IPv6-capable software, it is
likely that if Internet users upgrade their commercial
application software in three or four years, they will
acquire IPv6 capabilities. However, they will still need
to upgrade their company-specific software.
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Labour Costs

According to experts, training costs are likely to be
one of the most significant upgrade costs, although
most view it as a one-time cost that could be spread
out over several years. The magnitude of these trai-
ning costs will, of course, depend on existing staff's
familiarity and facility with IPv6. On a daily basis, the
change in operating procedure for IPv6 will be mini-
mal. Most network staff, however, will need some
understanding of the required network infrastructure
changes and how they might affect security or inte-
roperability. The North American IPv6 Task Force™
notes that the relative programming skills of software
engineers at a particular company could substanti-
ally affect upgrade costs. A company with more skil-
ful programmers might have to hire one additional
employee, while another might need three or four,
during a transition period that could last five or more
years. Additionally, increased network maintenance
costs following IPv6 implementation could be more
pronounced, depending on the relative level of IT staff
skills and technical understanding. Similarly, training
costs should be minimal for large organisations with
existing IPv6 expertise (e.g., universities).

“Nav6TF ( North American IPv6 Task Force: www.navétf.org )
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Current Deployment of IPv6

Bridging the IPv6 Chasm

As stated at the beginning, the business case has
been the Achilles” heel of IPv6. The focus for many bu-
sinesses in the Internet and Telecom sectors is, and
always has been, squarely on squeezing maximum
revenues out of current infrastructure. Since IPv6 is
viewed primarily as a long-term plumbing problem,
many organisations and businesses are reluctant to
tear open the walls, even if IPv6 represents the best
investment and solution. Unlike the Year 2000 bug
(Y2K), there is no 'big bang’ date at which IPv4 address
space will run out; thus there is no perceived urgency
in transitioning to IPv6 deployment while ISPs can
still take revenue from IPv4 deployment. The choice
between an immediate deployment and a gradual
technology refresh is fairly obvious depending on the
size of the address space allocated to the region in
question.

The deployment of IPv6 is a challenge that can be cal-
led the “IPv6 Chasm.” While the technology is matu-
ring, ISPs and enterprise customers are currently still
stuck between the research and validation phase and
full-scale deployment. The lack of IPv4 address space
in Asia has accelerated the deployment in that region.
Until recently, Europe and the United States had
enough address space to take their time, but in the
last 12 months, that has changed, and those regions
have now begun to see the urgency as well.

Section 4 explores the ability of inter-governmental
organisations, multi-stakeholder groups and govern-
ments to help set a policy framework to accelerate
IPv6 deployment, building a potential bridge across
the chasm.


http://www.nav6tf.org
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3 - Policy and
Political Goodwill

Over the past decade, IPv6 has enjoyed remarkable support from governments and
industry standards bodies. Government policy-makers have established plans and
promoted policies to help ensure that there is sufficient awareness of the need to
transition to IPv6, and regulators have played a role by establishing the frameworks
for network compatibility and interconnection, among other things. Industry groups
have established the technical standards for IPv6 and also have elevated the level of
emphasis on implementation. All of this has helped cement the concept that IPv6 is
simply not a passing technology or “trend”, but truly the foundation for the next-ge-
neration Internet. The list below identifies just a few examples of how governments,
including regulators, and industry bodies have helped to promote IPv6 usage:

e 3GPP?® mandated exclusive use of IPv6 for
IMS (IP Multimedia Subsystems) back in
May 2000;

o Large mobile operators such as Verizon
and T-Mobile have introduced IPv6 in 4G
-LTE (Long Term Evolution) service;

e The United States Department of Defence
mandated the integration of IPv6 in June
2003, to be ready by 2008;

e In June 2005, the U.S. White House Office
of Management (OMB) set a milestone for
federal agencies to use IPv6 by June 2008;

e The European Space Agency has declared
its support for IPv6 in testing its networks;

e The Japanese ITS project and the European
Car-2-Car consortium?' recommended ex-
clusive use of IPv6 for its future car2car ap-
plications;

e The Chinese government created and fi-
nancially supports CNGI, an IPv6 backbone
network designed to be the core of China's
Internet infrastructure; and

e The European Committee for Electrotech-
nical Standardisation (CENELEC) has opted
for IPv6 for its Smart Home concept.®

These represent just a few of the numerous
examples in which IPv6 has garnered major
support from a government body or an indus-
try consortium. In the case of governments,
aggressive IPv6 adoption curves have pushed
industry, particularly those vendors support-
ing or interacting with the government, to
work toward IPv6 adoption themselves. So,
winning the political endorsement and good-
will can be a plausible and a viable route to
accelerate acceptance and adoption of IPv6.
This section explores the interwoven roles
that can be played in promoting IPv6 adop-
tion by:

o Inter-governmental and international non-
governmental organisations,

o Standards bodies and advocacy groups, and
o Government ministers and regulators.

The role of the government in the adoption of
the new Internet protocol is a continuation of
the adoption of the Internet as a whole. Govern-
ments have designed Internet promotion plans
in the past for e-Government, e-Commerce,
and e-Health, enabling use of the Internet as
a ubiquitous service platform. The broadband
Internet policies promoted are the next level of
extending better service to the users.

20 3GPP: www.3gpp.org
21 Car 2 Car Consortium: http://www.car-to-car.org
22 http://ar.groups.yahoo.com/group/IEEEAR-SA/message/5
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1. Global IPv6 Initiatives

Policy and Political Goodwill

Intergovernmental organisations have a role to play in developing a global framework and consensus for adop-
tion of IPv6. This section examines that role and the activities that organisations such as ITU already have

undertaken to foster IPv6 adoption.

IPv6 and the Role of the ITU

The International Telecommunication Union (ITU) has
taken action, in various forums, to encourage capaci-
ty-building for deployment of IPv6 and the seamless
transition from IPv4 to IPv6. Recent actions include:

* World Telecommunication Standardisation
Assembly (WTSA) Resolution 64 - Revised at
WTSA-12, this resolution urges continued coopera-
tion between ITU-T and ITU-D to assist developing
countries with IPv6 transition efforts, including
through a website and by assisting in establishing
test beds and training activities.

* ITU Plenipotentiary Resolution 180 - Adopted in
2010 in Guadalajara, Mexico, this resolution urges
efforts to facilitate the transition from IPv4 to IPv6.

¢ ITU Council - The Council established an IPv6 wor-
king group in 2009.

* World Telecommunication Development Confe-
rence, Resolution 63 -- Adopted in Hyderabad in
2010, the resolution encourages the deployment
of IPv6 in the developing countries and requests
that the Telecommunication Development Bureau
(BDT) develop guidelines for migration to, and de-
ployment of IPv6. BDT also was asked to collabo-
rate closely with relevant entities to provide human
capacity-development, training, and other assis-
tance.

Most recently, two related opinions were conside-
red and adopted at the World Telecommunication
Policy Forum (WTPF) held on 14th - 16th May 2013
in Geneva. Opinion 3 (“Supporting Capacity Building
for the Deployment of IPv6”) called for “every effort”
to be made to “encourage and facilitate” the IPv6
transition. More specifically, it indicated that if re-
maining IPv4 addresses are exchanged among RIRs,
these transfers should be based on a need for new
addresses and should be equitable among all of the
RIRs. Turning to sector members, Opinion 3 urged
companies to deploy equipment with IPv6 capabili-
ties as soon as possible.
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Similarly, WTPF-13 Opinion 4 (“In Support of IPv6
Adoption and Transition from IPv4") urged govern-
ments to take “appropriate measures to encourage,
facilitate, and support the fastest possible adoption
and migration to IPv6”. Meanwhile, it noted that IPv4
addresses would still be needed for some time and
recommended efforts to ensure “optimal use” of
those addresses. Plans and policies should be in place
to accommodate new ISP market entrants that need
access to IPv4 addresses at affordable prices. Both
opinions took note of a trend toward marketing IPv4
addresses for trading purposes, and Opinion 4 speci-
fically indicated that such transfers should be repor-
ted to the relevant RIRs.

Meanwhile, ITU-T's Study Group 16 conducted a
transcontinental IPTV experiment over IPv6 infras-
tructure in February 2012. After this experiment, and
upon requests from ITU membership, a global IPTV
IPv6 test bed was set up among several ITU members,
connecting ITU headquarters and countries such as
Japan and Singapore. The purpose was to test inte-
roperability of IPTV equipment and services, as well
as other IPv6-based technologies. Another goal was
to promote IPv6 capability deployment in developing
countries. This test bed was updated for a second
transcontinental IPTV experiment showcased in Fe-
bruary 2013. BDT is involved in many activities related
to IPv6, under PP10 Res. 180, for the adoption of IPv6.
Through these and other actions, the ITU can be seen
in a largely supportive role, both in expressing the po-
licy consensus of its members and in facilitating real-
world pilot projects. ITU has sought to advise govern-
ments and encourage industry to move forward with
the IPv6 transition in a seamless and timely manner,
but it has not attempted to mandate any particular
transition pathway. This reflects the reality of the In-
ternet addressing system as a decentralised and lar-
gely need-driven one.
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The Organisation for Economic Cooperation and Development (OECD)

The OECD has been instrumental in researching and measuring the extent of deployment of IPv6 technology.
In a 2010 report,? the OECD noted the challenge for expanding the Internet without completing the transition

to IPv6. This challenge is partly technical:

For technical reasons, IPv6 is not directly backwards compatible with IPv4 and consequently, the technical
transition from IPv4 to IPv6 is complex. If a device can implement both IPv4 and IPv6 network layer stacks,
the “dual-stack” transition mechanism enables the co-existence of IPv4 and IPv6. For isolated IPv6 devices
to communicate with one another, IPv6 over IPv4 “tunnelling” mechanisms can be set up. Finally, for IPv6-
only devices to communicate with IPv4-only devices, an intermediate device must “translate” between IPv4
and IPv6. All three mechanisms of dual-stack, tunnelling, and translation require access to some quantity

of IPv4 addresses.?*

Moreover, the OECD report, which continued a series of previous reports on IPv6, noted that “adequate adop-
tion of IPv6 cannot yet be demonstrated by the measurements explored in this report. In particular, IPv6 is
not being deployed sufficiently rapidly to intercept the estimated IPv4 exhaustion date.”> The report issued a
clarion call for greater cooperation between government and industry and for increasing government commit-

ments to IPv6 deployment.

The Role of Standards Bodies and Multi-stakeholder Groups

While ITU has adopted a stance of promoting and en-
couraging IPv6 transition (and frugal use of remaining
IPv4 addresses), much of the technical work to ease
the transition has been addressed by standards bo-
dies and other “multi-stakeholder” groups. As with all
elements of Internet governance, these groups have
been instrumental in developing and implementing
the technical standards needed for open and wide-
spread adoption of IPv6.

The Internet address space is considered to be a pri-
mary function of Internet governance in many parts
of the world, especially in the North American, Asia-
Pacific and European regions where Internet early
adoption drove a de-centralised, technically oriented,
and non-governmental approach. Because of this
heritage, policy-makers in these regions often see
the “multi-stakeholder model” that has typified Inter-
net governance as the best means to rapidly engage
industry and civil society in the development of tech-
nical standards. Proponents of the multi-stakeholder
approach are often wary of efforts by governments
and inter-governmental organisations (IGOs) to in-

crease their influence over Internet governance, in
general (including IPv4 and IPv6 transition issues).

For their part, some critics of the multi-stakeholder
model argue that the existing groups have not ma-
naged to broaden access to include participation
from developing countries and (to some extent) non-
manufacturing interests. The result has been a global
debate over how to balance the roles of multi-stake-
holder groups with those of governments and IGOs.
This debate likely will continue during this decade,
even as the IPv6 transition continues under the cur-
rent governance architecture.

Table 4 provides a representational listing of some
of the major multi-stakeholder groups and stan-
dards bodies that have key roles in Internet addres-
sing. Many of these groups are playing key roles in
the IPv6 transition process, often by working with
governments and IGOs. The chart notes the general
type of organisation (i.e., whether its main role is to
provide a forum for standards-setting, Internet go-
vernance or policy advocacy), and its role in the IPv6
transition process.

2 See “Internet Addressing: Measuring Deployment of IPv6,” OECD, April 2010 at http://www.oecd.org/internet/ieconomy/44953210.pdf

2 |bid, p. 6
% |bid, p. 5.
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Name of Organisation

Standards Bodies

Policy and Political Goodwill

Type of Organisation

IPv6 Role and Activities

European Telecommunications Standards
Institute (ETSI)

Standardisation Body

Interoperability Testing
IPv6 Ready Logo Programme

The Internet Engineering Task Force (IETF)

International Chamber of Commerce (ICC)

Standards, Engineering

Advocacy Group

Sole IP designer of IPv6

Internet Governance & Advocacy Groups

Repeated and consistent support
for IPv6 transition

Identified measurements of IPv6
deployment.

Internet Corporation for Assigned Names
and Numbers (ICANN)/ Internet Assigned
Numbers Authority (IANA)

Internet Governance

Added IPv6 addresses for 6 of the
world’s 13 root server networks.

Internet Governance Forum (IGF)

Advocacy, Policy Discussion

Has held workshops to address IPv6
transition issues

Internet Society (ISOC)

Advocacy, Policy Discussion

World IPv6 Day, 2011
World IPv6 Launch Day, 2012

Portal IPv6 ActNow

the Caribbean

RIPE NCC RIR for Europe 2¢ . i

High IPv6 allocation count

Began aggressive rollout plan in
ARIN RIR for North America 5 B8 P

2007

Monitors and supports IPv6
APNIC RIR for Asia deployment in the Asia-Pacific

region

Offers IPv6 transition support,
AFRINIC RIR for Africa featuring training materials and test

beds

) ) Maintains a portal in 3 languages
RIR for Latin America and ) .

LACNIC (Spanish, Portuguese, English) as a

one-stop IPv6 resource

European Network and Information Security
Agency (ENISA)

Advocacy, Policy Discussion

Centre of Excellence for European
States on network and information
security

Table 4: Standard Bodies and Multi-Stakeholder Organisations

% Regional Internet Registry
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The Role of National Governments and Regulators

Government policy-makers and regulators have not
been passive in promoting efforts to build capacity,
deploy infrastructure and urge the adoption of IPv6.
Regulators have had a foundational role in ensuring
that regulations governing licensing, interconnection,
and numbering resources are aligned with efforts to
promote the transition to IPv6. Regulatory agencies
have at times cited a need to maintain a “light-hand-
ed” or “light-touch” regulatory stance towards Internet
addressing, emphasising the development of regula-
tions for a competitive and affordable Internet access
market that would promote demand.?” Governments
have, however, taken some specific steps to promote
awareness of the need to utilise IPv6 to expand Inter-
net resources. Key elements of governmental action
have included:

+ Establishing or supporting national IPv6 transition
task forces (often in conjunction with multi-stake-
holder groups or RIRs);

+ Establishing national “roadmaps” with benchmarks
and timetables for IPv6 deployment;

+ Mandating that government agencies adopt IPv6
technology for their networks, websites or services;

* Promoting the use of IPv6 in government-funded
educational, science and research networks; and

* Promoting overall awareness of the transition
through setting up websites, hosting workshops or
forums, and setting up training programmes.

As a long-time tech leader in East Asia, Japan has
sought to position itself as a model for planning in
this area. The Japanese Government has designed its
latest program around the concept of ubiquity called
“u-Japan” (Ubiquitous Japan) as the 2010 ICT Society
platform. The e-government component of this plan
encourages government agencies to procure IPv6-
enabled devices; the infrastructure of the Japanese

government has been IPv6-ready since 2007. Similar-
ly, the Republic of Korea has unveiled its new IT sec-
tor development strategy, dubbed “IT839,” seeking
to build on efforts in the previous decade to embed
IPv6 in e-government services and the networks of
the postal service, universities, schools, the defence
ministry and local governments. In some cases, gov-
ernments are devoting large budget outlays to sup-
port their national roadmaps. For example, Taiwan,
Republic of China, has announced a USD 1 billion
budget for its “eTaiwan” programme, which entails
a concerted joint effort between government and
industry. The goal is to reach 6 million broadband
users of IPv6 technology.

Indonesia developed a comprehensive, phased na-
tional plan and roadmap, beginning in 2006. The
first phase involved generating awareness of IPv6,
establishing an implementation model that included
a first-stage native IPv6 network, and developing a
broad-based national policy. Meanwhile, Indonesia
made a commitment to participate in global efforts
to shape the development of IPv6, as well as policies
on Internet governance and standards activities. Ad-
ditional phases called for development of further in-
frastructure and training to accelerate the transition
process to IPve6.

Regional approaches have proved to be helpful in sev-
eral parts of the world. For example, some 29 countries
and territories formed the Latin American and Carib-
bean IPv6 Task Force (LACIPv6TH) under the auspices
of LACNIC. This regional task force has held forums on
IPv6 transition in more than a dozen countries around
Latin America and the Caribbean, from Mexico and
the Netherlands Antilles down to Brazil and Uruguay.
Among other things, the task force developed an IPv6
portal to assist as data and information resources in
the transition throughout the region.

27 See, for example, the consultation paper published by the Information and Communications Technology Authority (ICTA) of
Mauritius, 17 March 2011, at http://www.icta.mu/documents/Consultation_IPv6.pdf
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The Arab region and Africa have also worked to share + In Jordan, the IPv6 Forum chapter has held semi-
expertise on a regional basis. The Arab group formed nars with multiple stakeholders (including ISPs) to
an IPv6 Forum to spotlight individual countries’ efforts: promote awareness and offer technical assistance;

« The United Arab Emirates has formulated an IPv6 + The Omani Telecommunications Regulatory Au-
roadmap and in March 2013 held two workshops to thority is taking the lead in promoting IPv6 transi-

prepare the UAE and its Internet stakeholders for tion, including by beginning to test implementation
looming IPv4 depletion; in conjunction with operators. Saudi Arabia adopt-
+ The Egyptian Ministry of Communications and In- ed a clear strategy to move towards IPv6 in 2008
formation Technology formed a national IPv6 task through establishing the National IPv6 Taskforce,
force: developing awareness and capacity building plans,

and starting implementation of programs aimed at
raising the readiness of large enterprises to start
the transition to IPv6.

« The Moroccan regulator ANRT has commissioned
an IPv6 study to define a roadmap and is discussing
a calendar for IPv6 deployment with the country’s

tries that had a National IPv6 Regulator Policy:

-
National Regulators IPv6 Deplovment Roadmaps
Regulator IT Policy --IPv6 Roadmap - Milestones Results
-"Adoption Year
= IPv6 R dati =
India TRAI * Year zoe(c)gmmen anon «DOT - TEC to take over . IPv6 Strateg{&
1.1.2006 Roadmap published
in 2010 and 2013
Finnish Ficora - Year 2001 »
Europe : e IRIREYe T 2(;06 . Recommendations
“ French ARCEP Year 2002 ~ In the BEREC board of
B European BEREC Regulators 2013
Workprogramme dated
December 12, 2012, the
board in § 6.5 outlines
an action item for IPv6 in
relation to Machine to
machine ( M2M)
- IPv6 Strat -- Year 2008 14 ASNs support IPv6
Saudi CITC : 3 Smdie’:egy . X\frastructur_? Tr:ck : 3 ASNs hav‘;pvaG
“ IPv6 Readiness Assessment * o UL traffice Transition
“ IPv6 Countries Benchmark Process
. IPv6 International bodies &
Organisations
. Oman IPv6 Strategy--Year . IPv6.om Web Site . OmanTel Testing IPv6
Oman TRA 2010
.
“ IPv6 Study - Year 2012 . ISP Readiness work . Strategy published in
Morocco ANRT 2013

Table 5: National Regulators IPv6 Deployment Roadmaps.

[
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The RIPE NCC/MENOG?® IPv6 Roadshow is a very good
capacity building initiative to be simulated for other
regions. The IPv6 Roadshow is a technical training
program, developed by RIPE NCC and APNIC and or-
ganised together with the Middle East Network Oper-
ators Group (MENOG). These are 3 or 5 day technical
trainings, organised throughout the Arab region with
the purpose of training network engineers, who work
for public sector and enterprise, to deploy and oper-
ate IPv6 based networks and services.

In Africa, the RIR and AFRINIC, has an aggressive train-
ing program that has trained some 450 engineers an-
nually across the continent. The IPv6 address space
and core network deployment has been particularly
successful in South Africa, Kenya, Tanzania, Nigeria,
Tunisia, and Senegal.

These efforts in developing countries largely track the
efforts in the early-adopting Internet countries of Eu-
rope and North America. The United States govern-
ment's Federal IPv6 task force has worked with the
National Institute of Science and Technology (NIST)
to make public several versions of a roadmap and
recommendations, including 100 per cent enabling

2. Case Studies

Policy and Political Goodwill

of public services with IPv6 and integration of IPv6
into agency Enterprise Architecture efforts, as well
as capital planning and security processes. NIST has
established a website to track the agencies’ progress
in meeting milestones. The European Commission,
meanwhile, has spent more than EUR 100 million on
research projects and awareness/outreach efforts,
forming the European IPv6 Task Force for coordina-
tion. Individual member states have their own efforts,
including:

Spain - the GEN6 programme is developing pilot pro-
jects to integrate IPv6 into government operations
and cross-border services to address emergency re-
sponse or EU citizens’ migration issues.

Luxembourg - the Luxembourg IPv6 Council has de-
fined a roadmap; the main telecom operator has fol-
lowed through with offering IPv6 over fibre and pub-
lished practical steps on implementation for other
operators.

Germany - the government has obtained a sizable

IPv6 prefix from the RIR to completely enable its on-
line citizen services infrastructure with IPv6

This section contains case study examples of the approaches to IPv6 transition planned and implemented in

several representative countries.

India’s IPv6 Promotion Policy

The Telecom Regulations Authority of India (TRAI) has
released a consultation paper on issues related to the
transition from IPv4 to IPv6 in India.??

The Telecommunications Regulatory Authority of In-
dia’s (TRAI's) recommendations on accelerating growth
of Internet and Broadband served as the basis for the
National Broadband Policy 2004, issued by Govern-
ment. To achieve targets of this policy, the Internet
and Broadband connections would require large sup-
ply of IP addresses, which may not be easily available
through the present version of Internet, i.e., IPv4. The

next generation Internet protocol, i.e., IPv6 is seen as
one solution for this; in addition, it is claiming to pro-
vide better security, QoS, and mobility support.

In the recommendations on Broadband, the need for
further analysis and discussion on transition to IPv6
was recognised due to anticipated growth of Internet
and Broadband connections. Meanwhile, the Govern-
ment of India has already constituted a group, called
the IPv6 Implementation Group (IPIG), to speed up
and facilitate the adoption of IPv6 in the country.

8 MENOG: The Middle East Network Operators Group: https://www.facebook.com/menog.org
22 TRA IPv6 Consultation paper: http://www.trai.gov.in/WriteReaddata/ConsultationPaper/Document/IPV6.pdf
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The Indian Department of Telecommunications (DoT)
released the government's National IPv6 Deployment
Roadmap inJuly 2010, updating itin 2013. Theresultis a
set of “recommendations” (many of them are mandato-
ry) for government entities, equipment manufacturers,
content/applications providers and service providers.
Government organisations are required to prepare a
detailed plan for transition to dual stack IPv6 infrastruc-
ture by December 2017. All new IP-based services, in-
cluding cloud computing or datacentre services, should
immediately support dual stack IPv6. Public interfaces
of all government services should be able to support
IPv6 by no later than the 1st January 2015. Govern-
ment procurements should shift to IPv6-ready equip-
ment and networks with IPv6- supporting applications.
Finally, government agencies will have to develop hu-
man resource (i.e., training) programmes to integrate
IPv6 knowledge over a period of one to three years, and
IPv6 skills will be included in technical course curricula
at schools and technical institutes around India.

Service providers will have a role to play in the coun-
try's IPv6 transition, as well. After 1st January 2014,
all new enterprise customer connections (wireless
and wireline) will have to be capable of carrying IPv6
traffic, either on dual-stack or native IPv6 network
infrastructure. Service providers will be urged to ad-
vise and promote the switch-over to existing custom-
ers, as well. Meanwhile, the roadmap sets aggressive
timelines for retail customers. All new wireline retail
connections will have to be IPv6-capable after 30th
June 2014. All new GSM or CDMA wireless connec-

Australia

Australia’s IPv6 Forum Downunder,* in a range of ac-
tivities coordinated by the IPv6 Special Interest Group
of Internet Society Australia, has shifted the focus to
business and implementation benefits flowing from
adoption of IPv6. These activities have fostered a na-
tional discussion of IPv6 that has been accepted by
the National ICT Industry Alliance.

In 2005, the Forum had taken the idea of promoting
a national discussion of the business and transition
processes for IPv6 to the National ICT Industry Alli-
ance3 (NICTIA). As a result, Australia began a process
of IPv6 Summits, led by consortia of the leading Aus-
tralian IT trade bodies and endorsed by global IPv6
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tions will have to meet the same deadline, and all new
wireless LTE connections will have to comply a year
earlier. There will also be goals for transitioning exist-
ing wireline customers, culminating in the upgrade of
all customer premises equipment by the end of 2017.

The target for new website content and applications
to adopt IPv6 (at least dual stack) was 30th June 2014,
with even pre-existing content and apps converted by
the following January. India’s financial services indus-
try (including banks and insurance companies) transi-
tioned to IPv6 by no later than 30th June 2013. All new
registrations of the “.in” national domain are IPv6 (dual
stack) by the beginning of 2014, with full migration of
the domain completed by the middle of that year.

On the equipment side, all mobile phones, data card
dongles and other mobile terminals sold for 2.5 G
(GSM/CDMA) or higher technology were sold with
IPv6 capability (either dual stack or native) after 30th
June 2014. And all wireline customer premises equip-
ment sold after 1st January 2014 has met the same
criteria. Finally, all public cloud computing/datacentre
services have targeted adoption of IPv6 capabilities by
the middle of 2014.

The Indian plan provides an example of aggressive
government mandates and targets for IPv6 transition,
extending across a broad swathe of the Indian Inter-
net sector. It will be interesting to see if the strategy
precipitates a “critical mass” of demand for IPv6 capa-
bility that, in turn, generates industry reaction to mar-
ket solutions for the updated protocol.

Forum. Year by year, these summits have focused on
awareness, business case and transition issues.

Now there are lead IPv6 adoption sectors in Australia,
including research & education, defence and govern-
ment. The largest high speed education network in
Australia (the Australian Academic Research Network
- AARNet) began implementation with a testbed net-
work, and has now implemented native IPv6 trans-
ports and provides IPv4 to IPv6 transition mecha-
nisms for its member and affiliates. The Australian
Department of defence announced the adoption of
IPV6 in a programme that extended through 2013.

3 www.ipveforum.org.au, *' www.nitcia.org.au, * www.nictia.org.au
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More recently, the Australian Government Informa-
tion Management Office (AGIMO) announced a tran-
sition strategy for the whole Australian government
with a target completion date of 2015.33 AGIMO's role
in the government’s implementation of IPv6 includes
developing the IPv6 Transition Strategy and Work
Plan documents, monitoring and reporting on agen-
cies’ progress, knowledge sharing, and monitoring in-

Canada3¢

The Government of Canada (GC) IPv6 adoption strat-
egy consists of a phased approach to progressively
enable IPv6, while continuing to support IPv4. The
strategy begins at the perimeter of the GC network
and moves progressively toward the centre of the net-
work. It is a business-focused approach designed to
minimise cost and risk. The strategy leverages SSC's
enterprise network renewal initiative and the regular
equipment and software refresh cycles.

Business partners and entrepreneurs from emerging
economies who, in the future, may only have IPv6 In-
ternet service will be able to access GC websites to do
business and research. Canadian citizens travelling or
living abroad and non-Canadians who may have ac-
cess to IPv6 networks only will be able to access GC
web services for example, to access their personal
income tax information through the Canada Revenue
Agency or to apply for a student or work visa through
Citizenship and Immigration Canada.

Canadian public servants will be able to:

+ Access the GC network in Canada to perform their
work duties when posted or travelling abroad in an
IPv6-only region;

+ Exchange electronic documents with business part-
ners for goods crossing our borders, when these
business partners are located in an IPv6-only region;

+ Conduct GC business with other governments lo-
cated in IPv6-only regions; and

+ Access websites connected to IPv6 networks to do
research.

The GC IPv6 adoption strategy comprises three phases:
Enabling Phase, Deployment Phase, and Comple-
tion Phase.

Policy and Political Goodwill

ternational trends. There are 110 agencies, as named
in Australia’s Financial Management and Accountabil-
ity Act (FMA Act), rolling out IPv6 capabilities, includ-
ing most of the major departments (Defence, Foreign
Affairs and Trade, Human Services, Finance and De-
regulation, etc.). But the scope also takes in more spe-
cialised agencies such as the organ/tissue donation
authority and the sports anti-doping agency.

Enabling Phase: The first phase was completed by
the end of September 2013. The goal enabled federal
organisations to achieve their individual plans for the
adoption of IPv6. Actions achieved for this phase in-
cluded:

+ Developed IPv6 architecture standards and techni-
cal requirements;

+ Established governance bodies to oversee adop-
tion, including a Steering Committee and a Com-
munity of Practice;

+ Created a change management strategy, including
policies, training, and communications; and

+ Enabled IPv6 connectivity for Internet-facing web-
sites through a shared service.

Deployment Phase: The second phase focused on
the IPv6 enablement of the principal GC externally-
facing websites and was completed by the end of
March 2015.

Actions implemented for this phase included:

+ Enabled principal-existing GC Internet-facing web-
sites to be accessible by IPv6 users;

* Required all new Internet-facing websites and ap-
plications putin place starting April 2015 to be IPv6-
enabled; and

* Provided public servants transparent access to the
public IPv6 Internet.

Completion Phase: The third phase will focus on ex-
panding the IPv6 enablement of GC websites beyond
the principal websites addressed in the Deployment
Phase and, as necessary, this phase will focus on ena-
bling IPv6 access to GC internal applications. This phase
is expected to take a number of years to complete.

3 http://www.ipv6.org.au/summit/talks/JohnHillier_AGIMO_IPv6Summit12.pdf

3 http://www.tbs-sct.gc.ca/it-ti/ipv6/ipv603-eng.asp
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Saudi Arabia

The IPv6 Task Force Forum evolved from the outcome
of the IPv6 Project that was introduced by the Com-
munications and Information Technology Commis-
sion as part of the Internet Services Development
Projects undertaken by the CITC.?> The Commission
sponsored the establishment of the Task Force that
convened its first meeting on July 30th, 2008. The IPv6
Strategy for Saudi Arabia identified a set of milestones
to be achieved within a phased timeline via an action
plan of initiatives categorised into two tracks: Infra-
structure and Awareness. Meeting the milestones fa-
cilitated the deployment and further penetration of
IPv6 on a nationwide basis so as to eventually realise
an IPv6 ready internet infrastructure in the Kingdom
of Saudi Arabia.

The milestones and action plan initiatives were based
on assessments and benchmark studies performed
by CITC as part of its effort to develop the Internet
in Saudi Arabia. The studies assessed the IPv6 status
quo and readiness of local stakeholders, extracted
lessons from a comprehensive IPv6 benchmark study
of eleven countries and stated the status of IPv6 in
relevant international bodies and organisations. The
IPv6 Strategy for Saudi Arabia objectives were a set of
high level goals to be achieved for the purpose of set-
ting up the right environment to promote the deploy-
ment of IPv6 nationwide.

The identified objectives were:

* Prepared for the IPv4 exhaustion by supporting IPv6
and ensure stability, business continuity and room
for continued growth of the internetin Saudi Arabia;

* Ensured a smooth adoption of IPv6 by stakeholders
so as to minimise risks;

* Raised overall IPv6 awareness nationwide by ap-

proaching stakeholders of both the public and pri-
vate sectors highlighting the necessity to adopt IPv6.
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The IPv6 Strategy followed a two (2) track approach
that addressed Infrastructure and Awareness aspects
of IPv6 adoption. It achieved tremendous progress in
developing a roadmap deployment commitment for
Saudi Arabia with probably the most advanced IPv6
strategy in the Arab region.*®

CITC embarked on the “Promotion of IPv6é Deploy-
ment in the Kingdom of Saudi Arabia Project” follow-
ing the first IPv6 project activities undertaken in 2008
- 2009 that resulted in the first IPv6 Strategy for Saudi
Arabia as well as the establishment of the IPv6 Task
Force.

While the previous IPv6 activities focused on service
providers, this IPv6 project focused on adoption by
enterprises. The project aims at continuing the suc-
cess of the previous IPv6 activities and taking practi-
cal steps to promote the deployment of IPv6 in the
Kingdom, reaching the level of implementing a set of
pilot projects at selected enterprises that will provide
showcases for all Internet stakeholders to emulate.
The project aimed at benchmarking the status of IPv6
deployment in the Kingdom against international
trends and addressing regulatory and technical as-
pects of the Internet ecosystem which could affect the
smooth adoption and deployment of IPv6 in the King-
dom. A set of IPv6 guidelines and procedures were
developed to also cover this project.

Figure 14 provides a summary of some of the objec-
tives that the Saudi Arabian plan has met to-date.

% http://www.ipv6.org.sa/about
36 http://www.ipv6.sa/strategy%20
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Achievements:

(As of May 2013)

* The SaudiDNSroot server (.sa ccTLD) is IPv6 ready.

** IPv6 Trainingby CITC (three sessions)

=T

Saudi Arabia IPv6 Task Force Achievements

Ve

** Some entities have started to provide their services through IPv6.
** Most of the Saudi Banksgot their own IPv6 addresses.

** IPv6 test labwas builtby CITC, and it is available for members.

** IPv6 road show was organized Five times, thanksto MENOG and RIPE .

i

<* Numberof the Saudientitiesthat have IPv6 address space increased from 2 in 2008 to 42 today.

** Tunnel Broker was builtby CITC to offer IPv6 connectivity for any internet user in Saudi Arabia.
** Two IPv6 workshops were organized (2009 and 2011) with around 500 attendees.

«* Thirteentaskforce meetings were held and sponsored by the taskforce members

¥
| X

Figure 14: Saudi Arabia IPv6 Task Force Achievements

The following Table 6 summarises the various main countries that had an IPv6 Policy:

Governments

United States

Australia

Canada

India

China

European
Commission

Indonesia

Taiwan

South Korea
Japan

T Policy --IPv6 Roadmap --

Adoption Year
IPv6 Strategy -- Year 2009
Refreshed - Year 2012

AGIMO IPv6 Strategy - Year

2008

Stage 1: Preparation (2008-2009)

Stage 2: Transition (2010 - 2011)
Stage 3: Implementation (2012-
2012)

IPv6 adoption strategy - Year

2012

IPv6 Policy -- Year 2010
Updated - Year2013
CNGI -- Year 2006
NDRC - Year 2012
i2010

EU IPv6 Task Force Year 2001
IPvé Communication 2004
IPvé Communication 2008

IPv6 Task Force -- Year 2005
Phase 1: 2006 Dissemination,
Research

E-Taiwan Strategy-—Year 2002

IT839 Strategy-- Year 2004

U-Japan -- Year 2001

Milestones 1

. Public web sites-9.2012
. Result: 35% - May 2013

. Tasks:

* Review Procurement Policy.
* Stocktake of Equipment.
* Stocktake of Applications.

. Enabling Phase - Sep
2013
. Deployment Phase - 2015

. Public web sites-1.1.2015

. 8M IPv6 users by 2013

. 25% IPv6 usersby 2010
. Result: 1%

. Phase 2: 2007
Development of
infrastructureand Content

. Phase 1: 03-05
Promotional strategy

. ISP Readiness

. ISP readiness

Governments IPv6 Deployment Roadmaps

Milestones 2

Complete transition to
IPv6 (dual stack) by
December 2017

Government Transitionto
IPvE: Stage 2: Transition:
Jan 2010 - Dec 2011
Implementation: Jan 2012
— Dec 2012

Completion Phase -
201X?

Complete transition to
IPv6 (dual stack) by
December 2017

25M IPv6 users by
20145

Focused projects:
Deployment: Gen6, EU-
China-Fire, IPv6
Observatory, loT6

Phase 3: 2008 -
Development of
Applications and
Transition Process
Phase 2 05-07
Implementation
strategy

IPv6 service

IPv6 service

Table 6: Goverments IPv6 Deployment Roadmaps
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3. Policy Recommendations

Despite the long-term commitment made evident by
IGOs, industry/multi-stakeholder organisations and
governments, all parties should consider whether the
current activities and timelines are sufficient to alle-
viate the pressure on IPv4 addresses and spur tran-
sition to IPv6. Policy-makers and other stakeholders
should consider following concrete recommendations
as part of a call to action to enable IPv6 as follows:

+ Create a CEO IPv6 Round Table with recognised in-
dustry leaders, focusing on industry adoption and
urging the major players to include adopting IPv6 in
their strategy plans. Select the target markets that
are likely to be impacted first with the time-to-mar-
ket in mind.

« Formulate a top-line strategic IPvé Roadmap as a
guideline.

Increase support for the integration of IPv4 and IPv6
in fixed and mobile Broadband networks and ser-
vices associated with the public sector:

* The integration of IPv6 into e-government, e-
learning and e-health services, and applications
will offer users greater reliability, enhanced secu-
rity and privacy, and user friendliness.

IPv6 future-proofing should be considered in pro-
curements, especially considering that the life
cycles of public networks are often longer than
commercial counterparts.

Establish and launch IPv6 competence centres and
educational programmes on IPv6 techniques, tools,
and applications, to significantly improve the quality
of training on IPv6 at the professional level and cre-
ate the required base of skills and knowledge.

+ A mixture of academic and commercial expertise
should be drawn upon for the centres; univer-
sity and academic sites may be among the early
adopters and thus have key expertise.

* A model has been created by the IPv6 Forum
called the IPv6 Education Logo Program3®” which
was adopted by the Cisco Learning Network.*®

37 http://www.ipv6forum.com/ipv6_education/

ey Policy and Political Goodwill

Promote the adoption of IPv6 through awareness-
raising campaigns and co-operative research activi-
ties, focusing on small and medium-size enterprises,
ISPs and wireless service providers and operators.

Organise IPv6 competition or contests similar to the
German IPv6 Apps Contest® or the Singapore IPv6
Competition for Students.*

Strengthen financial support for national and re-
gional research networks, with a view to enhanc-
ing their integration into worldwide networks and
increasing the operational experience with services
and applications based on the use of IPv6.

Provide the required incentives for development,
trials and testing of native IPv6 products, tools, ser-
vices and applications in economic sectors such
as consumer electronics, telecommunications, IT
equipment manufacturing, etc.

Include IPv6 criteria in procurement guidelines for
new equipment and applications for the public sector.

Require universities to add IPv6 to the curricula for
graduate degree programmes, in order to ensure
the next generation of network engineers is IPv6
trained.

Promote use of open source technologies for imple-
mentation of IPv6.*

Support the existing national IPv6 Task Force, or
create one, tasking it with:

* The assessment of current status of IPv6 deploy-
ment, as well as with the formulation of guidelines
and dissemination of best practises relating to the
efficient transition towards IPv6.

+ Developing measures to align IPv6 integration
schedules, favouring cohesive IPv6 deployment
and ensuring that the nation can gain a competi-
tive advantage in rolling out next-generation In-
ternet networks and services.

Ensuring the active participation of national ex-
perts in the work of developing international
standards, policies and specifications on IPv6-re-
lated matters, working with groups such as ETSI,
3GPP, IETF, ITU-T and the RIRs.

38 Cisco Learning Network: https://learningnetwork.cisco.com/docs/DOC-10327
3% German IPv6 Contest: http://www.ipvecouncil.de/contest2011/vertikal_menu/winners/

40Singapore IPv6 Contest: http://ipv6competition.com/index.html
41 See http://www.bieringer.de/linux/IPv6
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« Drawing the attention of potential IPv6 systems or application developers to funding opportunities avail-
able at a national or regional level.

+ Conducting an “IPv6 Launch Day” in the country.
+ Establishing collaboration arrangements and working relationships with similar initiatives being launched
in other world regions, with a view toward aligning IPv6 work.

« Organise a high-level conference or summit aimed at raising IPv6 awareness, its development status and
perspectives, its economic and policy dimensions, and the actions required to consolidate and harmonise
international efforts.

+ Encourage deployment of new security and firewall modes using IPv6, combined with the use of Public Key
Infrastructure (PKI). Promote the development of secure networking applications and environments through
trials, deployment, and use of IPv6 IPsec protocols.

Core IPv6 Policy Recommendations

il e

* Decision-making on * Priority setting for
To p down ¢ CEO Round Table inves e

+ Broadband (Fixed * Integrate IPv6 in new * IPv6 Service readiness
IPV6 SerViCC : ( : ' broadband infrastructure for broadband apps for
Optical & Mobile) ; X : X
- investment right from the public services

o 4G - L_TE (see Verizon, beginning + e-Gov; e-Leaming e-
T-Mobile) * Future proofing investment Health

e WiFi * Cloud Computing

* Zigbee, GLOWPAN * SON -HFV

* Launch IPv6 Competence * Build Skills & Expertise * High level LOCAL
Centres, Educational * |Pv6 Skills Contest Skills is the cheapest
Programs and Test Labs * (see SingaporeiDA transition tqql as 80'1..

* Model: Singpaore IDA Program) of the fransition cost

labour.
* FundIPvé Research * Gain higher level Skills * Gain skills parity with
Research projects ¢ Add IPv6 in Higher international links

* Include IPv6 in all education Curriculum

networking projects.
ational IPv6 * Bottom-up stakeholder * Consensus building PPP- « National IPv6
ask Force Forum to define a national based Objectives Strategy with key-

IPv6 Roadmap ¢ See example of Saudi players involvement

Arabia IPv6 Task Force) = o = DNSSEC

Figure 15: Core IPv6 Policy Recommendations
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IPv6 Deployment Best Practices for Governments

4 - IPv6 Deployment Best
Practices for Governments-

1. Introduction

There is nothing more important in the con-
temporary world than to be a step ahead. On
the contrary, regressing one step behind can
cause serious problems.

The Internet and nearly all local computer net-
works make use of the Internet Protocol. Due to
the success and the penetration of the Internet
in nearly every part of modern life, the initially
used Internet Protocol version 4 (IPv4) is running
out of address space. In Europe, the Internet
registry ran out of IPv4 address blocks in Febru-
ary 2012. The Internet Protocol version 6 (IPv6)
was developed to counter this shortage and of-
fers more addresses identifying endpoints.

Network providers with a growing customer
base are forced to use the Internet Protocol
version 6 (IPv6) to get new customers connect-
ed. Connecting ever more networked machines
to the Internet (“Internet of Things") requires a
huge number of additional IP addresses.

Leading content providers in the Internet world
such as Facebook and Google are already run-
ning on the new IPv6 version. Some govern-
ments have already followed their success sto-
ry. Not supporting IPv6 may cause connection
problems and information shortage on a web-
site to users connected from an IPv6-enabled
network. When implementing IPv6, one has to
remember to “think globally and act locally”.
No citizen is to be deprived of the convenience
of an ever improving information society.

If public and private sectors introduce IPv6 in
their policies, there will be no more exclusion
from the future information society.

This best practice paper describes some as-
pects of IPv6 transition based on experiences
from the national pilots of the GEN6 project:
http://www.gen6-project.eu/

2. Things to consider

On the following pages, facts and observations
happening around IT, services and networks
are listed, however, are often being neglected,
pushed to the future or even being feared. The
common belief is the issue is coming from the
provider or there is still enough time before it
will affect my business. Whether one is an indi-
vidual or belongs to the economical or govern-
ment sector does not change the issue.

3. Roll out for citizens
is on its way

Providers have been using IPv4 addresses for
customer connections up to now. Most provid-
ers which have been in this business for many
years have significant IPv4 resources available.
On the other hand, competitors joining the
market in the last years could not claim a huge
amount of IPv4 addresses. Due to the shortage
of IPv4 addresses, they were forced to think
about the step towards IPv6 in their access net-
works. Nowadays, several providers connect
new customer only with IPv6 and connections
to the ‘legacy’ world of IPv4 are implemented
by tunnelling and network address translation
in IPv4 or 6to4 solutions. In both cases, expen-
sive carrier grade gateways must be imple-
mented. This results in increasing costs for the
providers and consequently for the end users,
citizens or businesses.

With IPv6-enabled server/service and access
connections, one can use IPv6 without any
gateway. Use of those expensive gateways can
be minimised and therefore, some costly in-
vestments can be avoided.

42 Gen6 project: Authors:

Zuzana Duracinska (CZ.NIC, Czech Republic,
Uwe Holzmann-Kaiser (FhG Fokus, Germany),
Martin Krengel (Citkomm, Germany),

Jifi Prdisa (CZ.NIC, Czech Republic)
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4. IPv6 as a mandatory part of
the operating system

IPv6 is not only promoted in the Internet but vendors
regard IPv6 as central infrastructure requirement.
Some vendors have declared IPv6 as a mandatory part
of their operating system. Since then, there is no sys-
tem test of Microsoft operating systems without IPv6
enabled. This means that pure IPv4 implementations,
which are still the standard in most public administra-
tion’s networks are unsupported use cases from this
vendor's point of view. In practice this means several
networks have been enabled with IPv6 “silently”, to get
vendor support or to use a specific feature. Often there
is no real management for IPv6 as the management is
not aware of the enabled protocol. From the safety and
security point this is a high risk for the network.

5. Consumer market equipment

The number of devices per user is growing rapidly to-
day. While a few years ago one computer per person
was the norm, today with smartphones and tablets,
the needs are changing. In practice, these devices are
not specialised equipment for business use. Instead,
the evolution is driven by personal requirements
and the consumer market. The professional users in
business and government need to install additional
software in order to control these devices. On the
network side, all these devices are IPv6 enabled, and
they cannot be disabled. Consequently, there is still
network equipment using IPv4 even in the local net-
works. In order to prevent malfunction due to usage
of both protocols, proper management is in order.

6. Loss of communication

To give availability of 6to4 gateways to all customers,
most of the time the number of parallel connections
per customer is limited. When websites with a high in-
formation density, e.g. city map services, use many sev-
eral parallel connections to speed up the transmission,
some transmissions may get blocked - with an incom-
plete site presentation as a result on the customer side.

Websites and Internet services providing IPv6 con-
nectivity will not be impacted by those connectivity
issues, because they communicate directly with IPv6
without such gateway limitations.
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7. Stagnation on eGovernment
evolution

The continuous growth of electronic communication
demands more connectivity and more hosts. Each
node requires its own IP address. As described above,
IPv4 addresses have become very limited nowadays.
New large address blocks are no longer available
from the regional registration authorities. Addresses
can often only be acquired from someone that still
has an existing claim on IPv4 addresses (but does not
use all of them). This approach causes delays for new
projects and businesses causing total stoppage due
to unavailability of IPv4 resources.

8. Shadow market on IPv4
addresses

Up to now, IPv4 addresses have not been traded on
a market - but the situation is now changing with the
upcoming shortage. The implementation of further
services may require the costly acquisition of IPv4 ad-
dresses, as they have become a limited asset. Each ad-
ditional large project requiring additional IPv4 address-
es may cause an extra growth in IPv4 address costs.

IPv6 addresses, on the other hand are available in great
number via the Regional Internet Registries (RIRs). In-
troducing IPv6 and moving traffic to IPv6 can result in
overall lowered acquisition costs for IP addresses.

9. (Re) Enabling the end to end
communication

Today's local networks mostly operate with so-called
“private IP addresses”. Their use was not originally
planned when the Internet was designed. In the
public Internet only packets with public IP addresses
will be routed, therefore an address translation
between the address types must be established.
This so called network address translation (NAT) is
located at the Internet gateway of one's local network.
Due to cooperation between governments, private
organisations and companies sometimes multiple
networks must be interconnected. Usually, at each
network’s edge a NAT gateway is in use. This inhibits
the end to end view of the IP communication. At
every point of the transmission even the network
administrators only have a clear track up to the next
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NAT gateway. Everything behind is hidden and hard
to reach. In effect, this results in huge administration
efforts in implementation and in troubleshooting of
all those connection paths.

Furthermore, real-time communication profiles such
as voice or video do not operate across NATs without
special network appliances, causing additional costs
in implementation and operation.

In IPv6, the former end to end paradigm of the Inter-
net communication has been re-introduced. The NAT
mechanism with private IP addresses is not available
anymore in IPv6. Therefore, every communication is
clearer and more direct which reduces administrative
efforts and operational risks by increased transpar-
ency in the transport services.

10. Why removing NAT is not
an issue

In marketing material for the gateway, vendors' Net-
work Address Translation (NAT) evolved into a secu-
rity feature. However, the security effects of NAT are
aresult of stateful ingress packet filtering and applica-
tion layer gateways, features which are also available
without address translation. The advertised hiding of
local endpoint addresses behind a NAT firewall is a
myth for many use cases, as for example the local IP
address of a client can be read in every http-based
browser session on the server side.

In IPv6, the strength of the public-to-private network
border is in the strength of the gateway configuration
with suitably customised, well deliberated rule sets,
just like with IPv4 today. However, due to NAT and
the absence of the address confusion, rules can be
defined more clearly and therefore, with less risk of
misconfiguration.

What we want to avoid? What we want to achieve?

o Digital darkness e Available e-services
e  Broken connections e  Direct communication
e Stagnation of eGovernment e  Secure network configuration

services due to address shortage

e Costs for gathering additional IPv4
resources

Stay connected = Be IPv6 ready!!!
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11. Policy background

The support of the new Internet Protocol version 6
has been implemented by some governments into
their national policies. However, in the era of the glob-
al Internet, using IPv6 is not only a national, but rather
a European issue. Policy support for IPv6 has been
first mentioned in 2002 within the communication
called “next Generation Internet - Priorities for action
in migrating to the new Internet protocol IPv6". How-
ever, today's digital agenda for Europe is much more
important for current decision makers and policy
creators. These key European strategies encouraged,
within the action 89, the member states to make eGo-
vernment services fully interoperable while overcom-
ing organisational, technical or semantic barriers and
supporting IPv6. The need for providing electronic
services via IPv4 plus IPv6 is also highlighted within
the European eGovernment action Plan 2011-2015.

12. Recommendation for
policy-makers

Based on analysis and long-term experiences from the
GENG project, the following recommendations can be
made in order to improve the provisioning of electron-
ic services as well as the implementation of IPvé:

* Involve support for improvement of electronic ser-
vices and IPv6 in strategic documents and policies.

* Require IPv6 support when renewing infrastruc-
tures and electronic services, preferably in the RFP
(Request for Proposal) documentation.

* Communicate on a regular schedule with national
domain registries since they are usually the ones
who inform about various ways of IPv6 implemen-
tation.

* Follow awareness-raising and information events
in order to learn about possible ways for upgrad-
ing software and hardware that need to be trans-
formed to IPv6.

* Maintain permanent discussions among the ex-
perts, politicians and civil servants to exert pressure
on the implementation of IPv6 and related current
standards.

* Provide practical workshops for experts for learn-
ing and working with IPv6 and spread technical as
well as organisational best common practices.



13. How to get informed?

Transition efforts exist in the public sector as well
as in the private sector. In order to fulfil the Euro-
pean competitiveness and Innovation Framework
Programme, we have to do our best to extend the
European knowledge society. Transitioning to IPv6
requires learning and being familiar with best prac-

N\

PRIVATE SECTOR

PUBLIC SECTOR
Several national Ministries launched a strategic plan for IPv6 deployment.
Their web sites in common offer several support and best practice within
the government transition to IPv6, as well as short tutorials.

tices. Be active! Get involved! Learn and make sure
you are keeping track. Information and ongoing
discussions will prevent underestimation of this im-
portant issue and will help avoid possible mistakes
in the future. The private and non-for-profit sector
needs to be involved, too.

Very positive role in the deployment of IPv6 represents national domains
registry. By promoting and informing about necessity of new protocol,
national domain registry can facilitate decision makers as well as IT
experts to create a strategy for IPv6 deployment.

—> Further reading: http

ect.eu/links

Figure 16: Private Sector-Public Sector

14. Best practices in government policy

Inthe Czech Repubilic, legislation made implementation
of IPv6 mandatory for central government institutions.
This government resolution, prepared by the Ministry
of Industry and Trade in 2009 and extended in 2013,
had a positive impact on IPv6 that resulted in consider-
able higher rank of IPv6 deployment. During the last
one and half years, the IPv6 support on web-servers
has increased from 36% to 57% by Ministries and from
50% to 82% by other central government institutions.
Meanwhile national IPv6 average in the Czech Repub-
licis 19.5% (January 2013) and by TOP 100 companies
only 5%! The example shows that mandatory deploy-
ment of IPv6 can be an efficient tool to increase the
readiness for IPv6 and that the public sector can give a
positive example to private sector.

EU-China FIRE Project : IPv6 Best Practices * July 2015

Especially in relation to the net neutrality there are in-
teresting examples of policy implementation “General
rules and recommendations for the use of data traffic
management in the provision of Internet access ser-
vice” which have been adopted by the Czech Telecom-
munication Office (CTU). According to these guidelines,
“the access to the Internet” means a service enabling to
connect all end user points connected via IPv4 or IPv6.
This definition is related to the net neutrality and CTU
clearly stated that net neutrality means also a freedom
to choose an Internet protocol - IPv4 or IPv6 and the
same rights are granted to IPv4 and IPv6 users.
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15. Best practices in government address allocation

The routing between governmental networks over
rented lines and the improvement of security by trans-
parent routing can be significantly supported by using
a homogenous IPv6 addressing space for the national
government. For a central management of domesti-
cally used governmental IP addresses, each country
needs a Local Internet Registry (LIR), registered with
the RIPE NCC (see Figure 17). This is what has been
done in Germany, and it is currently under discussion
in Spain. Germany set up its central LIR called “de.gov-
ernment “in 2009. Upon extensive requests, the RIPE
NCC allocated /26 prefix for this LIR.

Beneath the LIR de.government a set of Sub-LIRs were
created to organise the IPv6 address deployment in
Germany. Based on the /26 prefix, the LIR takes care
of the (top level) management of the IPv6 addresses
for the public administrations in Germany. A domestic
address plan determines the use of the next six bits,
after the /26 prefix. This way, one or more /32 pre-
fixes are allocated to sub-LIRs as the basis for /48 site
prefixes they hand out on request to their customers.

Allocation

Sub-Allocation

Assignment

Figure 17: LIR de.goverment

16. Best practices in energy and green IT

The Greek pilot in GEN6 aims to influence the behav-
iour of the local school communities by raising their
energy awareness. The pilot provides real-time energy
efficiency services over IPv6 enabled grids to the local
educational community, providing students with in-
formation on their energy consumption patterns and
raising awareness among them on the energy savings
that behavioural changes may bring. Through the im-
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plementation of the Greek IPv6 pilot, the deployed in-
frastructure has been extended and many problems
that are related with the use of IPv4 for access to the
smart energy meters have been solved. This exten-
sion provides a signal to European stakeholders that
IPv6 technology can be an enabler for green IT.
Further reading at: http://www.gen6-project.eu/publi-
cations/booklets/


http://www.gen6-project.eu/publications/booklets/
http://www.gen6-project.eu/publications/booklets/
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17. Best practices in emergency response systems

The aim of the advanced emer-
gency response communica-
tions pilot or A-ERCS is to clearly
demonstrate the state-of-the-art
IPv6-enabled features in emer-
gency response environments.

More specifically, the A-ERCS pilot demonstrates:

+ Ascalable and robust overlay system for data trans-
port and rich multimedia service built across both
professional (e.g. DMR, TERA and satellite), com-
mercial networks (e.g. UMTS/ HSPA, LTE) and rug-
gedized alternative commercial-of-the-shelf (cots)
systems (mesh Wi-Fi and ad-hoc WiMAX).

The ability of such a system to deliver seamless con-
nectivity from targeted/affected areas across heter-
ogeneous technologies and public networks, locally
as well as on national and cross-border levels.

Capabilities of the IPv6 technology to assist in de-
ployment of automatic network planning and de-
ployment capabilities, vital to all PPDR systems.

Figure 18: A-ERCS

« IPv6 support for advanced features, such as net-
work, node and host auto configuration, and self-
organisation and self-healing characteristics.

« The ability of such a system to assure secure and
QoS-enabled transmission of data, voice and multi-
media-rich services system by relying upon modern
professional and commercial telecommunications
networks and IPv6-based technologies and features.

The A-ERCS pilot is part of 6inACTION, a broader
PPDR communications and intervention manage-
ment solution. Further information is available at:
www.6binaction.net or refer to: http://www.gen6-pro-
ject.eu/publications/booklets/.

18. Best practices in backbone transition

The Spanish IPv6 transition pilot within the GEN6 pro-
ject is implemented by the Ministry of Finance and
Public Administration (MINHAP) and the Ministry of
Industry, Energy and Trade (MINETUR), with the col-
laboration of the University of Murcia. It aims to foster
the IPv6-readiness of eGovernment services, with a
pragmatic approach based on the following principles:
* Building upon the infrastructure already in place,
making the most of the IPv6 capabilities of the exist-
ing hardware, software and networks;
* Relying on the use of shared services, increasing
efficiency in the use of the existing resources, and
avoiding divergence in technologies and solutions;
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* Providing enough flexibility for accommodating the
various transition paths of the different administra-
tive units (IPv4 and IPv6 coexistence);

* Ensuring experience from the early adopters of IPv6
of what is shared and used by all administrations
softening transition.

The pilot takes advantage of the existence of Red
SARA (SARA network), operated by MINHAP, which
connects all Spanish Public Administrations, as well as
the shared services that Red SARA provides. Further
reading:  http://www.gen6-project.eu/publications/
booklets/.


http://www.gen6-project.eu/publications/booklets/.
http://www.gen6-project.eu/publications/booklets/.
http://www.gen6-project.eu/publications/booklets/
http://www.gen6-project.eu/publications/booklets/

19. Best practices in datacentre transition

The German pilot aims to transition the Citkomm da-
tacentre infrastructure in the municipality of Iserlohn,
transitioning several applications to an IPv6-enabled
dual-stack scheme. The local IPv6 infrastructure will
be implemented in the “de.government” IPv6 address
space and will be connected to the DOI network of
German administrations.

The transition of a datacentre encom-

passes the following areas:

* Network Infrastructure

+ Application Backbone Infrastructure

+ Customer environment ﬂ\

* Migrating from TLS/SSL to IPsec @_ R _2
5 / \

Further reading at: http://www.gen6-

project.eu/publications/booklets/.

ol
B =
ot
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Besides the specific applications themselves, this re-
quires the network and the local infrastructure includ-
ing all clients to be IPv6 enabled as well. The work on the
application backbone differentiates between the inner
backbone, providing specific application services to the
employees of the local government, and the outer back-
bone - commonly known as de-militarised zone (DMZ in
Figure 19) - offering e-government services, portal ap-
plications and web presentations to the citizens.

Figure 19: DMZ

20. Best practices in eGovernment service transition

The eGovernment Gateway (EGG) is an existing ser-
vice and offers a central access to around 200 eGov-
ernment services to more than 13 million registered
users in Turkey. Around 50,000 new citizens subscribe
to EGG every day. These numbers point out the pub-
lic interest on this service and reveal possible wide
impact of enabling IPv6 on such a service. The expe-
rience to be gained by the realisation of such a big-
scale pilot project in the scope of the GEN6 project
allows best practices, guidelines, methodologies and
toolkits for the transition of e-Government services all
around Europe. The main goal throughout the pilot
was to make the EGG portal and candidate EGG ser-
vices IPv6-enabled.
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Further reading: http://www.gen6-project.eu/publica-
tions/booklets/.

All these pilots are showing why the transition
to IPv6 is unavoidable. They can provide inspira-
tion regarding where to start the transition, what
might happen during this phase and provide infor-
mation about what needs to be done and what to
avoid.


http://www.gen6-project.eu/publications/booklets/
http://www.gen6-project.eu/publications/booklets/
http://www.gen6-project.eu/publications/booklets/
http://www.gen6-project.eu/publications/booklets/
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ETSI IPv6 Integration - Industry Specification Group

" 5.ETSIIPVE Integration -

Industry Specification Group

ETSI IPv6 Industry Specification Group (IP6 ISG), Sophia Antipolis, 27 April 2015

.

IP6 Industry Specification Group to help stakeholders adopt IPv6 and anticipate IPv4
address exhaustion.

ETSI's newly established IP6 Industry Specification Group (ISG), created to focus on
better IPv6 integration and deployment and held its kickoff meeting on 22nd - 23rd

April at ETSI, Sophia Antipolis, France.

IPv6 was developed to address IPv4 ad-
dress exhaustion and enable new Internet
services with improved end to end security.
ETSI's new specification group will focus on
scenarios, use cases and best practices to
foster IPv6 integration and deployment in
a variety of targeted communities. The first
targets will be governments, enterprises,
emergency and public safety organisations,
Internet service providers and mobile opera-
tors, academia and education. Use of IPv6 in
new technologies will also be addressed, in
particular Internet of Things and Machine to
Machine communications, Software Defined
Networking and Network Functions Virtuali-
sation, cloud computing and smart grids, to
name a few. But overall, IP6 ISG will focus on
integrating the IPv6 protocol into the next
generation of mobile telecommunications,
5G systems, looking at the complete wire-
less network and the full spectrum of mobile
wireless technologies.

At this first ISG meeting, Mr. Latif Ladid was
elected as Chairman of the group. He is cur-
rently the president of the IPv6 Forum and a
Research Fellow at the University of Luxem-
bourg. Mrs. Yanick Pouffary and Mr. Patrick
Wetterwald, respectively from Hewlett-Pack-
ard and Cisco Systems, were elected as Vice-
Chairpersons.

“IP6 ISG was created to help guarantee the
growth of the Internet and make sure that all

parts of the world, including Africa, Latin Ameri-
ca and Asia, will be connected, as we are running
out of IPv4 addresses”, says Luis Jorge Romero,
ETSI Director General. “Some large mobile op-
erators have already implemented this protocol
and with the arrival of the Internet of Things and
the growing number of connected devices round
the world, IPv6 becomes a necessity."

Widespread adoption of IPv6 has been slow
but new Internet services are driving IPv6 de-
ployment and if the current trend continues,
we should achieve 50% penetration by 2017.
IPv6 uses a 128-bit address, allowing 2128 ad-
dresses, that is more than 7.9x1028 times as
many as IPv4, this much larger address space
should be sufficient for the foreseeable fu-
ture. IPv6 also offers many other benefits and
enhanced features compared to IPv4, such as
simplified processing by routers, Quality of
Service, security, IP mobility, etc. But it must
cope with the demand and anticipate the full
expansion of Internet requirements in all
parts of the world, without creating a digital
divide, providing everyone and all industries
with the IP addresses they need.

Participation in the IP6 Industry Specification
Group is open to all ETSI members as well as
organisations who are not members, subject
to signing ISG Agreements. For more infor-
mation on how to participate please contact
ISGsupport@etsi.org.
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Table 7 below outlines the work items under progress:
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IPv6-based SDN and NFV Deployment of IPv6-based SDN and NFV
DGS-0016 :IPv6-only App: SixChat leveraging on IRP
DGS-0014 :IPv6 based Tactile Internet

IPv6 Deployment in Privacy

IPv6 Deployment in Privacy

IPv6 Deployment and Security

IPv6-Based 5G Mobile Wireless Internet

IPv6-based SDN & NFV

IPv6-based Industrial Internet leveraging on 6TiSCH technology
IPv6-based Internet of Things

IPv6-based Cloud Computing

Generic migration steps from IPv4 to IPv6

IPv6 For Governments

IPv6 For Academia & Education

IPVv6 in Safety & Emergency Sector

IPV6 in Telecom /ISPs

IPv6 Deployment in the Enterprise

IPV6 10T

Autonomic Networking with IPv6

IPv6 Service Yang Model

Generic migration steps from IPv4 to IPv6

Slides on IPv6 for Academia and Education

Security Implications of IPv6 on IPv4-only and dual-stack Infrastructures
Pascars slides on 10T vs. IPv6

Security Implications of IPv6 on IPv4-only and dual-stack Infrastructures
IPv6-based Cloud Computing

DGS-0015 : Impact of Mobile IPv6

IPv6-based Autonomic Networking

IPv6 For Academia & Education

IPv6 For Governments

IPv6-Based 5G Mobile Wireless Internet

IPv6-based Fringe Internet & 6TiISCH

IPv6-based SDN & NFV

IPv6-based Internet of Things

Impact of Mobile IPv6

Impact of Mobile IPv6

IPv6-based Cloud Computing

IPv6-based Cloud Computing

IPV6 in Security & Privacy Sector

L S P

Source: https://portal.etsi.org/th.aspx?tbid=827&SubTB=827

Two scenarios have been selected for this Enterprise and 5G paper, mainly the enterprise sector which will
be the toughest field to win as the ROl is the prime driver to mobilise new IT budgets to update the ICT infra-
structure. The second scenario chosen is 5G, a Greenfield opportunity to specify IPv6 only from the outset as
it is demonstrated by the deployment of 4G networks that IPv6 adds tremendous features over and beyond
the IPv6 address space. These papers are still work in progress but summarises very well what needs to be ad-
dressed in the needed steps to investigate when deploying IPv6 in these networks.

[
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IPv6 Deployment in the Enterprise

IPv6 Deployment

in the Enterprise”

1. Introduction

There are many scenarios/variations to ena-
ble IPv6 within the enterprise world; however,
there is no “one size fits all” answer. This doc-
ument does not attempt to provide guidance
for all possible networking situations. Enter-
prise network architects must each take the
responsibility of choosing the best solution
for their own case.

Let's review history; when IPv4 emerged as
the standard Internet protocol in the 1980s,
the address space—some four billion IP ad-
dresses—seemed more than adequate. To-
day it is clearly no longer the case because
the world has moved from IP enabled to IP
dependent. In fact, we have run out. With the
growing number of users and the prolifera-
tion of smart devices and things, IPv4 address
space exhaustion is a major Information and
Communications Technology (ICT) issue. The
current IPv4-based Internet can no longer
sustain the explosive growth of ICT. Any or-
ganisation that relies on the Internet to any
extent must be prepared to support IPv6. The
move to IPv6 is inevitable, as the Internet is

2. Core principles

the cornerstone of our connected society.
Furthermore, IPv6 offers important business
and technical advantages. Among them: high-
er performance, enhanced mobility, auto-
mated management, built-in multicasting for
multimedia applications, enhanced security,
simplified administration and many more.
Enterprises may be tempted to put off transi-
tioning to IPv6 until some later date because
all existing IPv4-based infrastructures will
continue to work after the last IPv4 address
is issued. Postponing the inevitable, however,
can put an enterprise at a competitive disad-
vantage. As more and more customers oper-
ate in an IPv6 world, companies supporting
only IPv4 risk being shut out of high-growth
markets because they are unable to reach—
or be reached by—these customers. The fal-
lacy in this position is that maintaining IPv4-
only communications can put enterprises at
a competitive disadvantage. Seamless, perva-
sive connectivity is an integral part of doing
business today.

There are three core principles to shape IPv6 network development:

* The first principle is to maintain a standards-
based approach and avoid proprietary tech-
nologies. Embracing open standards allows
the use of best-of-breed products for what-
ever needs arise. A network build on open
standards will have interoperability with the
broadest base of users and partners.

* The second principle is planning. With-

out proper planning, the transition will be
plagued with rework and missteps.

* The third principle is repeatability of the net-
work design across the network (a standard
set of requirements, and a standard solu-
tion design to meet the enterprise network
requirements).

Such standardisation increases efficiency in
building out the network, and also makes it
easier to troubleshoot the network in each
location.

43 Author Yanick Pouffary, Vice-Chair, ETSI IP6 ISG
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3. IPv6 Transition strategies in Enterprise Networks

The vast majority of devices, laptops, desktops, oper-
ating systems, switches, routers, content providers,
carriers, and Internet service providers (ISPs) support
native IPv6 today at no extra cost, which makes it pos-
sible to deploy a network based on IPv6. However,
enterprises typically purchased and configured their
network to support IPv4 traffic only. And while most
equipment can be software enabled, some may need
to be replaced to add support for IPv6. Furthermore,
even if the capabilities to operate in a dual network
configuration exist, additional planning steps, and
architecture design will most likely be required. Simi-
larly management systems and security systems that
can support both environments are necessary. Enter-
prises must also verify that applications they use can
operate correctly and are IPv6-enabled.

Transition Options

IPv6 Devices

IPv6 Devices

=\

IPv6 Netwg

Dual-Stack

Native IPv6
Backbone

IPv6 Network

IPV6 Servers/ &
Applications

Legacy IPv4 Devices

IPv6/IPv4 Backbone

Because IPv4 and IPv6 will coexist for some time, a
phased deployment is recommended to minimise
the impact of the transition and keep costs manage-
able. Recognising that IPv4 and IPv6 will run parallel
to each other for the foreseeable future, IETF estab-
lished three standard transition mechanisms: each of
these techniques has advantages and trade-offs. The
optimal solution will depend on a variety of factors,
including the enterprise’s current environment and
long-term goals. It may also encompass all three tran-
sition mechanisms. It is important to understand that
one method does not fit all.

IPv4 Devices

=\

IPv4 Netwo

IPv4 Network

Legacy IPv4
Servers/
Applications

Figure 20: Transition Options
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In planning the IPv6 initiative, the following three key
families of mechanisms enable the transition:

* Dual-stack - Provides support for both protocols on
the same device to allow for communications with
both IPv4-only and IPv6-only nodes. This mecha-
nism is the most versatile. A dual stack transition
strategy enables a very smooth transition and will
likely remain a part of the worldwide Internet infra-
structure for years to come, until IPv4 is fully retired.

Tunnelling - Encapsulates IPv6 packets in IPv4 head-
ers (or vice-and-versa). Tunnelling enables the net-
work team to create islands of IPv6 or IPv4 capabili-
ties, and in the short term, to connect them over the
existing IPv4 network. Tunnelling enables networks
in transition to take advantage of IPv6 services while
remaining connected to the IPv4 world.

* Translation - Between IPv4 and IPv6, enterprises
should also implement a procurement policy to
ready the network backbone so that IPv6 can be
turned on without having to do a fork and replace
physical hardware.

IPv6 Deployment in the Enterprise

The main IPv6 transition deployment models that are
being discussed are listed below:

* IPv4 only: Delays the introduction of IPv6 to a later
date and remain an all-IPv4 network. Over the long
term, it is expected that this migration strategy will
lead to problems and increased costs. Due to the
increase in traffic there will be an increased demand
for IP addresses and the usage of NAT in the carri-
ers' network, denoted as Carrier Grade Network Ad-
dress Translation (CG-NAT). In particular, all traffic
to and from the Internet will have to pass CG-NAT.
Furthermore, growth in bandwidth demand can
only be handled with increased CG-NAT capacity,
which has a higher cost and single point of failure.

+ Coexistence of IPv4 and IPv6: Requires the use of
a dual-stack, introducing IPv6 in the network next
to IPv4. Please note, however, that dual-stack net-
works are more complex to deploy, operate, and
manage. Furthermore, this option also requires an
address management solution for both IPv4 and
IPv6 addresses.

IPv6 only: Introduces IPv6 in the network and re-
moves IPv4 completely. This approach can provide
benefits because IPv6-only networks are simpler to
deploy, operate, and manage. Moreover, an address
management solution is required only for IPv6 ad-
dresses. However, the problem with this approach
is that many devices, websites, and applications still
only work on IPv4; therefore, moving to an IPv6-only
network may lead to differences in network quality.
That is why NAT64 should be offered in addition to
offering IPv6 only.

4. Preparation and Assessment Phase

* Planning

« Assessment - Network and application readiness
» Acceptance criteria

* Security Policy

*+ Tools Assessment

+ Applications Assessment
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5. Architecture
Address Plan

One of the first choices a network designer needs
to make is the type of addresses to be used in the
network core. Should the network use provider-in-
dependent global addresses, «private» addresses (ei-
ther RFC 1918 addresses or unique-local addresses)
or something else? A related choice is whether to use
only link-local addresses on certain links.

* [REF IETF ID draft-ietf-v6ops-design-choices-08] Pl
- Globally-unique IPv4 or IPv6 addresses obtained
directly from an address registry. An organisation
which has such addresses is considered to have «its
own» address space.

* PA - Globally-unique IPv4 or IPv6 addresses ob-
tained from an upstream provider. Such addresses
must be returned if the relationship with the up-
stream provider ceases.

Private - Either RFC 1918 IPv4 addresses or unique-
local IPv6 addresses [RFC4193].

Routing
+ Choice of IGP & BGP.
+ Choice separation of IPv4 and IPv6?

* To what degree should IPv4 and IPv6 traffic be
kept separate?

* To what degree should IPv4 and IPv6 routing in-
formation be kept separate?

+ External connectivity choices.

Security

Security must be applied to both IPv4 and IPv6. IPv6 is
not so different than IPv4 since it is a connectionless
network protocol using the same lower-layer service
and delivering the same service to the upper layer.
Therefore, the security issues and mitigation tech-
niques are mostly identical with the same exceptions
that are described further.

6. Campus and Datacentre

» Datacentre Virtualisation
+ Campus Networks

EU-China FIRE Project : IPv6 Best Practices * July 2015

IPv6 Deployment in the Enterprise

7. Lessons Learned: IPv6
touches everything

What has industry learned along the way? First and
foremost, that introducing IPv6 is a long journey. Du-
al-stack network infrastructure will likely endure for
many years, for as long as IPv4-only devices remain in
place. In the meantime, organisations that rely on the
Internet must undertake a transition now. Remember
by the time the network is asked for IPv6 for competi-
tive purposes, it will be too late.

Another key lesson is that IPv6 is not just a network
challenge. Moving to IPv6 is more than a network
protocol upgrade since everything in IT is connected
to the network, and the network in turn touches eve-
rything in the IT environment. It requires an across-
the-board, holistic-IT approach. It touches everything
from server and desktop operating systems to office
productivity suites, ERP platforms, email, web servic-
es, and management software and security tools. IPv6
impacts the entire IT ecosystem.

One key aspect that is often underestimated by some
IT professionals is the challenge of application I1Pv6
enablement. While providers of off-the-shelf software
have been dealing with this challenge by writing ap-
plications to be IP version independent, home-grown
applications are behind and will also need to be up-
dated to accommodate IPv6. Application teams are
going to have to add IPv6 support to their applications
and test IPv6 in their applications. Enablement of IPv6
applications takes place one application at a time.

Plan ahead with partners, users - and achieving IPv6
deployment is not entirely within any single organisa-
tion's hands. Beyond internal infrastructure and ap-
plications, every organisation must plan with partners
and end-users. When you transition to IPv6, you have
to inventory all your content. You have to have con-
versations with your partners and suppliers to make
sure they're ready to move forward, too.


https://tools.ietf.org/html/draft-ietf-v6ops-design-choices-08
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8. Future Impact

The prospect of transitioning to IPvé may be daunt-
ing, but everyone who relies on the Internet faces the
challenge. The worst mistake is assuming the IPv6
transition can wait. Anyone who relies exclusively on
IPv4 will eventually be put at a competitive disadvan-
tage. The legacy IPv4 based Internet can no longer
grow. Without deployment and support of IPv6, it is
just a matter of time before networks/businesses be-
come isolated and unable to communicate. The tran-
sition to date has been gradual but the steep curve is
starting and it is critical to be prepared. For the past
30 years, the IT industry has embedded IPv4 related
knowledge in all its processes, in all its infrastructure
gear like network management tools, load balancers,
firewalls and unfortunately, in all applications. So it
will take time.

There is not a single recipe for IPv6 transformation.
Each enterprise is unique and depends on its unique
business goals, long-term vision, and constraints. It is
critical to put in place a joint Business & IT Task Force.
This will help to ensure a smooth path toward IPv6.
A pragmatic roadmap for an IPv6 transition, while
also developing clear business benefits that can be
achieved through the transition.
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9. Reference Guides

The following documents from the IETF provide guid-
ance on strategies for adding IPv6 to a network:

+ Guidelines for Using IPv6 Transition Mechanisms
during IPv6 Deployment (2011) - RFC6180 for gen-
eral advice.

« Enterprise IPv6 Deployment Guidelines (2014) -
RFC7381 and IPv6 Enterprise Network Analysis - IP
Layer 3 Focus (2007) - RFC4852.

* IPv6 Unicast Address Assignment Considerations
- RFC5375 for creating an IPv6 addressing plan as
well as Some Design Choices for IPv6 Networks -
IETF ID draft-ietf-v6ops-design-choices-08.

* Mobile Networks Considerations for IPv6 Deploy-
ment (2011) - RFC6342 for mobile network providers.

+ Wireline Incremental IPv6 (2012) - RFC6782 for wire-
line service providers.


https://tools.ietf.org/html/rfc6180
https://tools.ietf.org/html/rfc7381
https://tools.ietf.org/html/rfc4852
https://tools.ietf.org/html/rfc5375
https://tools.ietf.org/html/draft-ietf-v6ops-design-choices-08
https://tools.ietf.org/html/rfc6342
https://tools.ietf.org/html/rfc6782
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7  IPv6-based 5G Mobile
Wireless Internet

1. Introduction

The fifth generation of mobile technology
(5G) will address the demands and business
contexts of 2020 and beyond. Moreover, it is
expected that (1) the future European society
and economy will strongly rely on 5G infra-
structure, (2) its impact will go far beyond ex-
isting wireless access networks with the aim
for communication services, reachable every-
where, all the time, and faster and (3) 5G tech-
nology will be adopted and deployed globally
in alignment with developed and emerging
markets’ needs.

According to [SGPPP], several key drivers and
disruptive capabilities will help the adoption
and deployment of 5G globally. In particular,
regarding the key drivers, 5G will ensure user
experience continuity in challenging situa-
tions such as high mobility (e.g. in trains), and
very dense or sparsely populated areas, and
journeys covered by heterogeneous tech-
nologies. At the same time 5G will be the key
enabler for the Internet of Things (1oT) by pro-
viding a platform to connect a massive num-
ber of sensors, rendering devices, and actua-
tors with stringent energy and transmission
constraints, as seen in Figure 21. In addition,
new mission critical services will be deployed,
requiring very high reliability, global coverage
and/or very low latency, which are up to now
handled by specific networks, typically public
safety, will become natively supported by the
5G infrastructure.

Moreover, it is expected that 5G will integrate
networking, computing and storage resourc-

es into one programmable and unified infra-
structure, which will allow for an optimised
and more dynamic usage of all distributed
resources and the convergence of fixed, mo-
bile and broadcast services. This unification
will also enable 5G to support multi tenancy
models, enabling operators and other play-
ers to collaborate in new ways.

5G will leverage on the cloud computing con-
cepts and will stimulate paving the way for
virtual pan European operators relying on
nationwide infrastructures.

Another important key driver is that 5G is be-
ing designed to be a sustainable and scalable
technology. This can be realised by firstly, the
telecom industry which will stimulate and
work towards a drastic energy consumption
reduction and energy harvesting. Moreover,
sustainable business models for all ICT stake-
holders will be enabled by cost reductions
through human task automation and hard-
ware optimisation.

One of the most important key drivers is that
5G will create an ecosystem for technical and
business innovation. This will be enabled by
the fact that network services will rely more
and more on software, while the creation and
growth of start-ups in the sector will be encour-
aged. Furthermore, the 5G infrastructures will
provide network solutions and involve vertical
markets such as automotive, energy, food and
agriculture, city management, government,
healthcare, smart manufacturing, public trans-
portation and water management.

4 Author and Rapporteur: Georgios Karagiannis, ETSI IP6 ISG
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Figure 21: 5G Key drivers and disruptive capabilities, copied from (5GPPT)

Moreover, with the rapid development of the 5G net-
work infrastructure, as well as other technology ena-
blers such as 10T, mobile Internet, cloud computing,
SDN, virtualisation, smart home and Internet of ve-
hicles, there is a consensus between different stake-
holders that the Internet demand is no longer limited
to exhausting IP addresses, but extends to the end-
to-end interconnection and permanently stable IP ad-
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dresses as seen in Figure 22 and 23. Moreover, it has
a higher requirement for the security, management,
maintenance as well as the operation of the next gen-
eration Internet. One of the main challenges associ-
ated with the above statement is associated with how
gradually to stop IPv4, deploy IPv6 in full scale and
start using the Internet of the 21st century.
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2. IPv6 Transition strategies in Mobile Networks

Currently several IPv6 migration strategies can be
identified. The main IPv6 migration strategies that
are being discussed by Mobile Network Operators
(MNOs), see e.g. [ALU-IPv6] are listed below:

* IPv4 only: Delays the introduction of IPv6 to a later
date and remain an all-IPv4 network. Over the long
term, it is expected that this migration strategy will
lead to problems and increased costs for the MNO.
Due to the increase in traffic, refer to Section 8.4 5G
requirements, there will be an increased demand
for IP addresses and on using NAT in the carriers
network, denoted as Carrier Grade Network Ad-
dress Translation (CG-NAT). In particular, all traffic
to and from the Internet will have to pass CG-NAT.
Furthermore, growth in bandwidth demand can only
be handled with increased CG-NAT capacity, which
has a higher cost. This will mean that the MNO is
unable to benefit from the increasing ratio of IPv6-
to-IPv4 Internet traffic. This mechanism works only
for DNS-based applications; IPv4-only.

» Coexistence of IPv4 and IPv6: Requires the use of
a dual-stack, introducing IPv6 in the network next
to IPv4. For a MNO, this approach is a less desirable
option because dual-stack networks are more com-
plex to deploy, operate, and manage. Furthermore,
this option also requires an address management
solution for both IPv4 and IPv6 addresses.

* |[Pv6 only: Introduces IPv6 in the network and re-
moves IPv4 completely. This approach can provide
benefits for a MNO, because IPv6-only networks are
simpler to deploy, operate, and manage. Moreo-
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ver, an address management solution is required
only for IPv6 addresses. This results on the fact that
there is no impact on scale, charging, and roaming
because only a single bearer with a single stack is
required. However, the problem with this approach
is that many UE (User Equipment) devices, websites,
and applications still only work on IPv4 and moving
to an IPv6-only network may lead to inferior service
for MNO customers, resulting in customer dissatis-
faction.

Enhanced IPv6 only + NAT64: In addition to offer-
ing IPv6 only, IPv4 is offered as a service over IPv6
for DNS-based applications. For the MNO, benefits
from the IPv6 only strategy that there is no impact
on scale, charging, and roaming as only a single
bearer with a single stack is required. DNS64 (Do-
main Name System 64) also embeds IPv4 Internet
destinations in IPv6 addresses. However, non-DNS
applications are not supported and will be broken,
which could result in a lower quality service for the
operator’s customers.

Enhanced IPv6 only + 464XLAT: This strategy of IPv6
only + NAT64 solution solves at the same time, the
drawback associated with the support of non-DNS
applications. In particular, for IPv4-only, non-DNS
applications, IPv4 packets are translated to IPv6
packets by the UE and subsequently are translated
back to IPv4 packets by a central CG-NAT64, which is
deployed behind the PGW (PDN Gateway).

More details will be provided in a subsequent version
of this document.
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3. 5G Architectures

This section briefly presents the 5G architecture proposed by [NGMN] and [SGPPP]. Further details will be pro-
vided in a subsequent version of their documents.
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Figure 22: 5G Architecture, copied from (NGMN)
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Figure 23: 5G Architecture, copied from (5GPPP)
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4. 5G Key Requirements

This section is based on the 5G requirements proposed in [NGMN]. Further details will be provided in a subse-

qguent version of that document.

The 5G requirements derived by [NGMN] are:

* User Experience * New Business Models
+ Consistent User Experience « Connectivity Providers
+ User Experienced Data Rate + Partner Service Provider and XaaS Asset Provider
* Latency * Network Sharing Model
* Mobility
* User Experience KPIs * Network Deployment, Operation and Management
+ Cost Efficiency
» System Performance « Energy Efficiency
« Connection Density + Ease of Innovation and Upgrade
« Traffic Density * Ease of Deployment
+ Spectrum Efficiency * Flexibility and Scalability
+ Coverage * Fixed-Mobile Convergence
+ Resource and Signalling Efficiency * Operations Awareness
+ System Performance KPIs + Operation Efficiency
* Ultra Low-cost Networks for Very Low-ARPU Areas
« Device Requirements * Ultra Low-Cost Networks for Very Low-ARPU MTC
« Operator Control Capabilities on Devices services
+ Multi-Band-Multi-Mode Support in Devices
« Device Power Efficiency An additional requirement is the demand of deploy-
« Resource and Signalling Efficiency ing and using an Internet technology that has (1) a

non-exhausting IP address range and (2) is able to

* Enhanced Services

provide end-to-end interconnection and permanently

stable IP address, and (3) which has a higher require-

+ Connectivity Transparency

* Location

+ Security

* Resilience and High Availability
* Reliability

5. Benefits of applying IPv6 in 5G

ment for the security, management, maintenance as
well as the operation of the next generation Internet.

Work is ongoing to show how IPv6 will provide benefits to the solutions imposed by these requirements. In
addition, the sooner a cohesive strategy for 5G and IPv6 is developed and applied among those in standardisa-
tion and research, the benefits and risks of using IPv6 in 5G will be validated. Overall, this will enable the fast
deployment and success of 5G. In subsequent versions of 5GPPP documents, the conclusions and next steps
associated with the objectives, the technology guidelines, the step-by-step process, the benefits, the risks, the

challenges and the milestones of deploying the IPv6-based 5G Mobile Wireless Internet will be presented.
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n a well-run relay race, the baton-holder is sup-

posed to sprint into the exchange area, only slow-

ing down as the second runner speeds up to grab
the baton. It is a critical time, in which either runner
might fail to make the exchange and drop the baton
or when confusion can translate into lost time. The
IPv6 transition is at perhaps a similar critical juncture.
IPv4 is nearing the end of its leg, IPv6 has not yet com-
pletely cranked up to speed, and for a time, they will
both be running side-by-side.

Government policy-makers, regulators, international
organisations, standards bodies, stakeholder groups,
companies, ISPs, and operators - all of them may be
required to pass the baton to the new protocol. The
complexity of the process, with its technological, eco-
nomic, and political dimensions, reflects the real di-
versity of Internet governance as it has evolved today.
Ultimately, this diversity equals strength, but it may
take some time to accelerate IPv6 adoption to reach
the critical impetus for Internet expansion and tech-
nology improvements. As in a relay race, the transi-
tion indicates how well the multiple participants - all
of the stakeholders involved in IPv6 - can work to-
gether. Undoubtedly, the process will provide lessons
and pave the way for future improvements in the field
of IP addressing and Internet governance in general.
For now, the race is still being run, with the expansion
of the global Internet as the ultimate prize.

To understand the complexity of this transition pro-
cess and how governments and multi-stakeholder
groups can facilitate it, the following aspects must be
considered:
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« The importance of IP addressing, its distribution
worldwide and its key function in a data- intensive
world of online services, applications and networks
that is putting strain on the availability of addresses;

* The status of IPv6 deployment and adoption trends
from IPv4 to IPv6;
* The costs entailed in IPv6 adoption;

* The main roadblocks/challenges in deploying and
transitioning to IPv6, such as a lack of business in-
centives or consumer awareness, as well as techni-
cal incompatibility and security issues;

The existing policies, regulatory measures and
guidelines developed to support the transition from
IPv4 to IPv6;

* The best practices and recommendations that can
encourage, facilitate and support a swifter adoption
of IPv6;

Potential innovative steps that policy-makers could
take to accelerate or facilitate IPv6 deployment; and

* Measures already taken by the ITU, industry, and
governments to promote awareness of the critical-
ity of IPv6 deployment.

The deployment of IPv6 has not resonated very well
with the business sectors in much the same way as
IPv4 for the simple reason it was not IPv4 that was
promoted by the Internet while IPv6 is an upgrade
and like any upgrade it needs a real business case be-
yond the depletion of the IP address space.
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Courtesy Sander Steffann,

(http://www.steffann.nl/site/)

IPv6 Expert, Trainer and Consultant at Steffann

In an efficient IPv6 address plan, the IPv6 addressing
ranges are grouped effectively and logically.

This has several advantages, including:

« Security policies are easier to implement, such as
the configuration of access lists and firewalls.

* Addresses are easier to trace: the address contains
information about the use type or location where
the address is in use.

« An efficient address plan is scalable: it can be ex-
panded, for example, to include new locations or
use types.

+ An efficient IPv6 address plan also enables more ef-
ficient network management.

IPv4 addresses have run out, and more and more
businesses and institutions see the necessity to mi-
grate to IPv6. As a result, they need an IPv6 address
plan. An IPv6 address is 128 bits long, which means
that, in theory, there are 2128 addresses available, a
great deal more than the 232 (= 4.3 billion) addresses
available with IPv4. To give you an idea of the volume:
2128 or 340 282 366 920 938 463 463 374 607 431 768
211 456 or 340 billion billion billion billion represents
approximately the number of grains of sand on our
planet. This means that an IPv6 address plan will look
very different from an IPv4 address plan.

An address plan using the IPv4 system limits the op-
tions available to an organisation because there are
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relatively few IPv4 addresses still available. This is
why the IPv4 addressing system is based on efficient
address assignment. If you apply for an IPv6 address
range at many Internet Service Providers, you will be
assigned 280 addresses (a/ 48 prefix). This is such a
huge amount that efficiency virtually ceases to be an
issue. This is why it is worthwhile adopting an IPv6 ad-
dress plan: a system in which you assign the IPv6 ad-
dresses to locations and/or use types.

In an efficient IPv6 address plan, the IPv6 addressing
ranges are grouped effectively and logically. However,
an efficient IPv6 address plan may “waste” large num-
bers of IPv6 addresses. In almost all cases, this is a
good trade-off: seemingly wasteful practices lead to
more efficiency elsewhere, for instance, by avoiding
unnecessary inflation of routing tables in routers. The
addresses are there; you may as well use them. This
manual will show you how to prepare an effective
IPv6 address plan. In making that plan, you will need
to make a number of important choices. Please think
carefully about these choices to ensure that the ad-
dress plan will meet the requirements of your organi-
sation. This manual will provide suggestions to help
you to make the right choices.

Download the IPv6 Address Plan Document: http:/
www.ipveforum.com/dl/presentations/IPv6-address-
ing-plan-howto.pdf


http:/www.ipv6forum.com/dl/presentations/IPv6-addressing-plan-howto.pdf
http:/www.ipv6forum.com/dl/presentations/IPv6-addressing-plan-howto.pdf
http:/www.ipv6forum.com/dl/presentations/IPv6-addressing-plan-howto.pdf
http://www.steffann.nl/site/
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Annex 2: IPv6 Readiness & Procurement Guidelines
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Courtesy of Jan Zorz,

Internet Society

Authors: Merike Kéo, Jan ZorZ, Sander Steffann

Operational Engagement Programme Manager,

Abstract: To ensure the smooth and cost-efficient up-
take of IPv6 across their networks, it is important that gov-
ernments and large enterprises specify requirements for
IPv6 compatibility when seeking tenders for Information and
Communication Technology (ICT) equipment and support.

This document is intended to provide a Best Current Prac-
tice (BCP) and does not specify any standards or policy itself.
It can serve as a template that can be used by governments,
large enterprises and all other organisations when seeking
IPv6 support in their tenders or equipment requirements
and offer guidance on what specifications to ask for. It can
also serve as an aid to those people or organisations inter-
ested in tendering for government or enterprise contracts.

Be aware that the standards listed here have their origin in
various bodies, which operate independent of the RIPE com-
munity, and that any of these standards might be changed
or become replaced with a newer version. You may also
need to adjust the recommendations to your specific lo-
cal needs. Some parts of this section are loosely based on
the NIST/USGv6 profile developed by the US government:
http://www.nist.gov/itl/antd/upload/usgv6-v1.pdf. The au-
thors have modified these documents to make them more
universally applicable. This option includes a list of RFC
specification standards that must be supported, divided
into eight categories of devices. This document also follows
the IPv6 Node requirements document, RFC6434. This RFC
is the general IETF guidance on what parts of IPv6 need to
be implemented by different devices.

General information on how to use this document An IPv6
Ready Logo certificate can be required for any device. This
is the easiest way for vendors providing the equipment to
prove that it fulfils basic IPv6 requirements. The tender ini-
tiator shall also provide the list of required mandatory and
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optional RFCs in order not to exclude vendors that did not
yet put their equipment under IPv6 Ready Logo testing cer-
tifications. This way public tender can't be accused of pre-
ferring any type or vendor of equipment.

1 The USGvV6 specifications are currently undergoing an up-
dated revision which is expected to be completed by early
2012. When we specify the list of required RFCs; we must list
all mandatory requirements, except the entries that start
with, “If [functionality] is requested...” These entries are
mandatory only if the tender initiator requires certain func-
tionality. Please note that the tender initiator should decide
what functionality is required, not the equipment vendor.
Certain features that are in the ‘optional’ section in this
document might be important for your specific case and/or
organisation. In such cases the tender initiator should move
the requirement to the ‘required’ section in their tender re-
quest. How to specify requirements

As stated above, the IPv6 Ready Logo program does not
cover all equipment that correctly supports IPv6; so declar-
ing such equipment ineligible may not be desirable. This
document recommends that the tender initiator specify
that eligible equipment be either certified under the IPv6
Ready program or be compliant with the appropriate RFCs
listed in the section below. About the IPv6 Ready Logo pro-
gram: http://www.ipvéready.org/ Also note that there exists
the BOUNDV6 project whose goal is to create a permanent
multi-vendor network environment connecting approved
laboratories where the community can test IPv6-enabled
applications and devices in meaningful test scenarios. Ten-
der initiators are encouraged to have a look and also use
the results of this project.

Download the RIPE document at https://www.ripe.net/pub-
lications/docs/ripe-554


http://www.nist.gov/itl/antd/upload/usgv6-v1.pdf
http://www.ipv6ready.org
https://www.ripe.net/publications/docs/ripe-554
https://www.ripe.net/publications/docs/ripe-554
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